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Abstract

Qur project aims to explore the practicality of using Blockchain in the Land Registration
Process and targets to prevent different fraudulent actions by verifying the |dentity and Related
Documents of the involved parties. In this report, we talk about the existing and proposed
architecture of different research publications and analyze their usability on tackling the issues
that we face in Bangladesh's process. But in our version of our project, we tend to make
the whole procedure of registration and verification transparent and retain the integrity of the

attested documents and information to prevent any sort of tampering.
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Chapter 1

Introduction

The term Blockchain has gained popularity due to the introduction of a decentralized currency
system called Bitcoin. After gaining the spotlight, people have further studied the application
of it in other domains. Blockchain is a chain of blocks that are linked cryptographically. These
blocks are a growing list of records storing information like the block number, nonce (Number
used only Once), timestamp, data, previous block hash and the hash of itself. For a block to
be added in the chain certain conditions are to be met and these conditions are defined in the
consensus algorithm. This algorithm is simply a protocol that creates or validates a new block
or changes the data stored within the block after adhering to them. The blockchain is stored
inside of a peer-to-peer network as a distributed ledger or records. The consensus protocol
ensures that the ledger in every node of the network is not tampered with and recovers the
ledger to the correct state if any node is attacked or has been tampered with. For having these
mechanisms in the architecture, the blockchain technology has ensured security, transparency

and fidelity in terms of storing data.

1.1 Motivation

Implementing Land or Property Registration Process using blockchain has been proposed in
many countries aspect and in some countries it has been implemented too. Nations like
Sweden [1], Honduras [2], Dubai [3] have planned to shift the land registration system to

blockchain. While Sweden's project was taken up by Chromaway [4] in 2016 and successfully
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CHAPTER 1. INTRODUCTION 2

implemented later. Even though Bangladesh has restrictions regarding using e-contract in
land mutation, the government plans to move the registration process to blockchain by 2023;
According to the National Blockchain Strategy of Bangladesh.

For moving Land Registration to Blockchain, processes like registration, mutation, verification

of documents need to be integrated. Implementing Blockchain in the process would :

e Prevent Counterfeit of Records/Documents

e Prevent unauthorized Manipulation of Documents
e Prevent Socially Engineered Frauds

e Efficient and Faster Process

e Preservation of Records

1.2 Definitions and terminologies

Before moving on to further elaboration, here are some preliminary definitions necessary to

understand the work.

1.2.1 Blockchain

Blockchain is a system of recording information in a way that makes it difficult or impossible
to modify or hack the system. A blockchain is essentially a digital ledger of transactions that

is duplicated and distributed across the entire network of computer systems on the blockchain.

[5]

1.2.2 Distributed Ledger

A distributed ledger is a database that is consensually shared and synchronized across multiple
sites, institutions, or geographies, accessible by multiple people [6]. The ledger itself is repli-

cated and shared across the participant nodes of the network. Any updates will be reflected
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CHAPTER 1. INTRODUCTION 3

on the copies shared over the network within a matter of seconds or minutes depending on

the network. The transactions stored on these ledgers is publicly viewable to the participants.

1.2.3 Consensus Algorithm

A consensus algorithm is a process in computer science used to achieve agreement on a single
data value among distributed processes or systems [7]. Consensus algorithms are designed to
automate the validation and verification process of any changes on data in distributed /multi-
agent systems or databases.

To accommodate this reality, consensus algorithms necessarily assume that some processes
and systems will be unavailable and that some communications will be lost. As a result,
consensus algorithms must be fault-tolerant. [8] On typical assumption, for example, that
only a portion of nodes will respond but require a response from that portion, such as 51
percent, at a minimum.

There are numerous variations of consensus algorithms based on the practical usage in

individual domains or systems, such as,
e Practical Byzantine Fault Tolerance (PBFT)
e Proof of Work (PoW)
e Proof of Stake (PoS)
e Proof of Burn (PoB)

e Proof of Elapsed Time (PoET)

Proof of Work

The intuition behind this algorithm is that the node which can solve a complex mathematical
puzzle which requires a considerable amount of computational power; solve it before other
competing nodes and then be verified by them has the privilege to append or mine the next
block. It is computationally expensive and rewards the miner of the block with digital currency.

Bitcoin uses this as their consensus algorithm
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CHAPTER 1. INTRODUCTION 4
Proof of Stake

Adapted by the Ethereum blockchain it uses the miners or owners digital currency to use as
collateral to validate the newly appended block. Here no expensive computational power is
required, validation is done by the owner who has a larger stake and wallet balance on the

network.

1.2.4 Public Key Infrastructure

A public key infrastructure (PKIl) is a set of roles, policies, hardware, software and procedures
needed to create, manage, distribute, use, store and revoke digital certificates and manage
public-key encryption [9]. Ethereum blockchain network uses its own PKI to set a user’s
address, his private key and verification of incoming transactions through the public key of

the transaction initiator.

1.2.5 Smart Contract

A smart contract is a computer program or a transaction protocol which is intended to
automatically execute, control or document legally relevant events and actions according to
the terms of a contract or an agreement [10]. Smart contracts are simply programs stored on
a blockchain that run when predetermined conditions are met. [11] They typically are used to
automate the execution of an agreement so that all participants can be immediately certain

of the outcome, without any intermediary’'s involvement or time loss.

1.2.6 Transactions

Transaction in a blockchain can be described as transfer of currency affiliated with the network,

while information is stored or modified in a newly appended block of the blockchain.

1.2.7 Token

112] The term crypto token refers to a special virtual currency token or how cryptocurrencies

are denominated. These tokens represent fungible and tradable assets or utilities that reside
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CHAPTER 1. INTRODUCTION <

on their own blockchains. Crypto tokens are often used to fundraise for crowd sales, but they
can also serve as a substitute for other things. These tokens are usually created, distributed,
sold, and circulated through the standard initial coin offering (ICO) process, which involves a

crowdfunding exercise to fund project development.

1.2.8 Wallet

A cryptocurrency wallet is a device, physical medium, program or a service which stores the

public and/or private keys for cryptocurrency transactions [13]

1.3 Framework and Tech Stacks

1.3.1 Frontend
Flutter

Flutter is Google's open source cross-platform Ul development kit.

Web3

web3.js is a collection of libraries that allow you to interact with a local or remote ethereum

node using HT TP, IPC or WebSocket.

Metamask

MetaMask is the trailblazing tool enabling user interactions and experience on Web3. |t is
currently available as a browser extension and as a mobile app on both Android and 10S
devices. It makes it easier to build a dapp - decentralized app and test its transactions and

functionalities.
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CHAPTER 1. INTRODUCTION 6

1.3.2 Backend

Ethereum Blockchain

Ethereum is a decentralized open-source blockchain network that uses Proof of Stake consen-

sus algorithm and adopts smart contract for the development of decentralized applications.

Solidity

Solidity is an object-oriented, high-level language for implementing smart contracts. Smart
contracts are programs which govern the behaviour of accounts within the Ethereum state.
Solidity is a curly-bracket language designed to target the Ethereum Virtual Machine (EVM).
It is influenced by C++4, Python and JavaScript. You can find more details about which
languages Solidity has been inspired by in the language influences section. Solidity is statically

typed, supports inheritance, libraries and complex user-defined types among other features.

Ganache

A part and a transaction testing tool of the truffle suite, Ganache is a personal blockchain for
rapid Ethereum and Corda distributed application development. You can use Ganache across
the entire development cycle; enabling you to develop, deploy, and test your dApps in a safe
and deterministic environment. Ganache comes in two flavors: a Ul and CLI. Ganache Ul is
a desktop application sup- porting both Ethereum and Corda technology. The command-line

tool, ganache-cli (formerly known as the TestRPC), is available for Ethereum development.

Truffle

A development environment, testing framework and asset pipeline for blockchains using the
Ethereum Virtual Machine (EVM), aiming to make life as a developer easier. With Truffle,

you get:

e Built-in smart contract compilation, linking, deployment and binary management. Au-

tomated contract testing for rapid development.

e Scriptable, extensible deployment migrations framework.
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CHAPTER 1. INTRODUCTION 7

e Network management for deploying to any number of public private networks.
e Package management with EthPM NPM, using the ERC190 standard.

e |nteractive console for direct contract communication.
e Configurable build pipeline with support for tight integration.

e External script runner that executes scripts within a Truffle environment

IPFS

IPFS is a distributed system for storing and accessing files, websites, applications, and data.
Making it possible to download a file from many locations that aren't managed by one or-
ganization: Supports a resilient internet. |f someone attacks Wikipedia's web servers or an
engineer at Wikipedia makes a big mistake that causes their servers to catch fire, you can still
get the same webpages from somewhere else. Makes it harder to censor content. Because
files on IPFS can come from many places, it's harder for anyone (whether they're states,
corporations, or someone else) to block things. We hope IPFS can help provide ways to cir-
cumvent actions like these when they happen. Can speed up the web when you're far away or
disconnected. If you can retrieve a file from someone nearby instead of hundreds or thousands
of miles away, you can often get it faster. This is especially valuable if your community is
networked locally but doesn’'t have a good connection to the wider internet. (Well-funded
organizations with technical expertise do this today by using multiple data centers or CDNs

— content distribution networks

1.4 Project Specifications

Based on our findings we assumed a basic requirements for the project specification. They

dre :

1. Secure SSH authentication

2. In-app crypto payment method
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CHAPTER 1. INTRODUCTION 8

3. Multiple file or image upload for document verification

4. Mapping physical plot via 3rd party map services

5. Connection with other systems for document verification

6. Rerouting the documents to the corresponding officers or authority for formal verification

7. Creating an online video conference platform for virtual attendance of related party's

before ownership transfer

8. Hashing the sensitive documents before storing on file system storage

1.5 Organization of the Documentation

This documentation is broken down into following chapters. Chapter 2 provides a literature
review which covers various framework/architecture proposed by different authors. Chapter
3 describes the problem statement and Chapter 4 describes the proposed architecture of the
project in detail. Chapter 5 presents the overview of the implementation process and the
functionalities of the project. The final segment, chapter 6, which contains the conclusion
of the project documentation with the summary and possible future improvements of our

proposed approach.
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Chapter 2

Literature Review

2.1 Reducing Forgery in Land Registry System using Blockchain

2.1.1 Overview

Forgery in the registration process is a very common sight in any government office and it's
hard to prevent because there is no proper system and time-stamping in the normal database
system.

Continuous time stamping and |imited user access make the system more effective to
prevent any kind of forgery. In this paper, the authors tried to establish a more secure system

in this land registry system using private blockchain.

2.1.2 Procedure

In [14], along with a buyer and a seller there is also a third party included in this process who
does the job of Proof of Work. When a seller wants to sell a land he/she has to submit a
soft copy of his property to the registrar which should also be present in Digilocker. Seller
also should have a hard copy of his properties. After getting a soft copy, the registrar has to
convert this soft copy into a hash value to verify with the hash value of this document which
is already present in blockchain. Buyer witnesses the verification process and if he/she does
not become convinced he buys the land and the transaction process ends. But if the buyer

becomes convinced the registrar transfers ownership from seller to buyer. Then the registrar
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CHAPTER 2. LITERATURE REVIEW 10

prepares a hard copy of this document and converts it into a soft copy then uploads into the

database of the government. Lastly the registrar makes another hash value of this soft copy

Y i
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Figure 2.1: Proposed Architecture : Reducing Forgery in Land Registry System using
Blockchain

2.1.3 Limitations

e Information concealment: Seller can hide information about land, he/she also can pro-

vide false information in that case buyers won't be able to understand anything.
e Corruption: Seller can bribe government officials which can cause corruption

e Lack of Authenticity: Only a soft copy of a property doesn't verify authenticity of this

Process.

e Time Consuming: Registrar work as third parties here. He/she does the job of creating
hash value and uploading soft data into a digilocker manually. That's why the proposed

process is time consuming.
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CHAPTER 2. LITERATURE REVIEW 11

2.2 A secured Land Registration Framework in Blockchain

2.2.1 Overview

In [15], they built a framework eliminating the involvement of a middleman during the registra-
tion and mutation process. The registration process depends on external national citizenship
database there the user is authenticated by their personal identification. The buyer and seller
can initiate a token by dual consensus. Thus, beginning a transaction. The mutation process is

executed withing the application but the financial application happens with bank transaction.

2.2.2 Procedure

Here, a new user can acquire membership after registering and getting verified by the external
system for personal identity verification. Interested buyer can initiate a smart contract with
the plot owner to initiate a transaction. After the both parties comes to a consensus the
transaction is validated and the blocks data is upgraded. The Government entity is a special
class entity in the system that can revoke any transaction if any case of litigation is associated
with the land or property. The whole system is distributed in the nodes of end user and

government officials.

GOVT

EYSTEM MANAGEMENT

Dapp

OLD OWNER

e e

TRANSFER OF
Lx OWNERSHIP

CONSENSUS k\‘_. jf m
i GENESIS LIST BACKEND
(DECENTRALIFED)

attain_membership()

MEW OWMNER

ANY CITIZEM

Figure 2.2: Proposed Architecture : A secured Land Registration Framework in Blockchain
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2.2.3 Limitations

The limitation of the system is that it depends on many external system for verifying identity
and documents. The system is not fully transparent as the user can't see any documents

related to the land.

2.3 A Novel Framework for Implementation of Land Reg-

istration Ownership Management via Blockchain in

Bangladesh

2.3.1 Overview

By building this framework authors tried to develop a digitized land registry system for a
proper verification process and a decentralized system to prevent the process from forgery. A

transparent system was also offered for ownership verification and a fraudulent free registration

process.

2.3.2 Procedure

After the agreement between the buyer and seller, the transaction between the buyer and
seller occurs through the system. After that, all the related data gets verified and stored
in a block. In this process, a third party(Land Registrar) is involved who witnesses all the

transactions and pieces of information.

1. Buyer looks for Lands
thirough Systam and Land
into are fetched from J,

Blockcham =

0 Put infdial Township | e
data to the blockchain e
as genesis block Existing
IR Township Data
Land Registry
Ethersum Block Chain

4 Al information are recaived
and transaction of lewnahip
ownarship is happenad. All
related data are verified and
gtored in a8 block

3.1 3. Monetary transaction is
made between buyer and
seller through the system and

2 Buyer and Seller make (
agraamant through Sysiam
and related information are g
provided
24
l Trarsacthon info areg felched

Land Registry System
{ Administration
i 22 32
Sallar Extemnal {3rd party sendoe)

Cryplocurmancy
Transaction Sanvice

Figure 2.3: Proposed Architecture : Flow diagram of proposed system
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CHAPTER 2. LITERATURE REVIEW 13
2.3.3 Limitations

Some of the limitations in this architecture are-

e Difficulty in the maintenance process

e Third-party is involved which will require more manpower and will increase the cost
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Chapter 3

Problem Statement

3.1 Common Problems in Traditional Method

Land is a tangible, immovable property and a non-liquid asset. The process of registration
and keeping track of ownership/transfer records of a land/property is a taxing process with
ittle to no transparency in the whole process. The owner of the property can't know if
any changes are made in the registration office and whether during the mutation process
any of the document has been tampered with or not. These scenarios are very common in
Bangladesh. Besides bribing corrupt government officials, denying involvement in the transfer
or manipulation of the deed, socially engineering fraud documents for non-existent trades
are also some cases that can lead to dragging litigation and disputes. The land registration
process can be automated partially and soft copy of documents can be stored in databases.
But given our country's context it will create a scope for document(transaction, registration
form, deed) preservation but it will make the system more accessible to fraudulent actions.
Even though the digitization of property deed is not permissible according to our country's
ICT Act 2006.

Demand for all types of land is increasing in Bangladesh due to extreme population pres-
sure. Although land has been found to solve the housing crisis, its price is much higher,
especially in urban areas. In this case, the broker or fraudster comes and informs the inter-

ested buyer about the “good land at a cheap price” then the buyer goes to take possession of

14
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CHAPTER 3. PROBLEM STATEMENT 15

the land by paying the deposit and registering quickly so that he doesn’t miss the opportunity.

At the time of buying land, the buyer often finds that:
e The seller was not the real owner of the land.
e Land disputes with other partners have been going on for a long time.
e The seller already sold the land and he had no right to sell it again.
e |t is a vested property.
e [he order has been seized by the government.

e According to the inheritance, the seller claims ownership that has not been established

by the appropriate court.

Buyers usually can’'t do anything about these issues. Brokers or fraudsters cover up everything
and keep themselves hidden before even buyers know about it. Though the buyer resorts to
the civil court to recover the land, everybody blames the tired and devastated buyer for being

stupid before the case is finalized, allowing him to appear in the case for a long time.

3.2 General Awareness

Buyers can be cautious about a few things before the registration to prevent this kind of
situation. Before purchasing the land, the buyer must verify the following pieces of information

which are given below:
e Whether the seller has actual ownership of the land.

e Whether the seller has the latest survey BS record, SA record, or RS record as proof of

ownership and is sure to look at the original copy or attested copy of the record/ledger.

e |f the seller is the owner of the land at the time of purchase, then whether he has done

mutation or naming in his name.

e Verification of possession of land proposed for sale.
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CHAPTER 3. PROBLEM STATEMENT 16

e Verification of rent receipts.

e The land ownership should be ascertained by verifying the record number of the land
proposed for sale and the ledger number, the records of the district record room, and

the records of the sub-assistant land office.

e |n the case of the purchase of agricultural land, the partners in the record owner can

exercise preference. So partners need to be sure about consent.

e Buying land from unoccupied landowners is a risky business. Because there is a possi-

bility of going after unwanted conflicts or lawsuits to take possession of the land.

e Buyers/sellers may be penalized under Section 64 of the Stamp Act for registering a

deed at a price lower than the market value of the land to evade stamp fees.

e |t should be ascertained that there is a dispute over ownership as there is a possibility

of litigation if such land is purchased.

e |f the land is offered for sale at a much lower price than the market price, it is more
likely to have problems. (Price of land and registry information can be obtained from

the office of the concerned Sub-Registrar)

e |t is important to check with the concerned office whether the land proposed for sale in
the city and suburbs has already been acquired by the government or is under offer for

acquisition.

e If it is necessary to check and verify the relevant documents to confirm the ownership
and possession of the seller, the advice of an experienced, honest, and a dedicated

lawyer should be sought.

e |f the land has been transferred more than once before naming after the first sale, then
it is necessary to check all the fake documents and check the name of the mouza,
buyer/seller ledger, and dag number to confirm the ownership of the last seller. (From

the concerned AC Land Office or Deputy Commissioner’s Office, it will be possible to
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CHAPTER 3. PROBLEM STATEMENT 17

know whether the real owner of the land i1s Dag Suchi, Khatian, Mouza Map, JL No.,

Record, Rent, Namjari, Survey, and Land)

e |t is very important to check whether the land has been auctioned due to non-payment

of rent/land tax.

e Whether the owner has been revoked due to land acquisition or any other reason needs

to be thoroughly verified.

e |t is very important to check whether the land buyer wants to buy is mortgaged due to
borrowing from the government or any other organization. Because by doing this you

can get into unwanted problems.

e Whether there are any disputes or lawsuits in the land proposed for sale can be ascer-

tained by inquiring from the surrounding owners.

e Before purchasing a jointly owned property, the consent of all concerned (heirs) or the

power of attorney must be ascertained.

e The number of times the land proposed for sale has been transferred in the last 30
years must be verified by a searcher in the office of the Sub-Registrar. Apart from this,

information related to land ownership can also be found on the website of the Ministry

of Land.

e |n the area where the survey is going on, the field leaflets kept by the seller have to be
verified. |f something is written in the comment column of the ledger, for example: If it
is written in the comment column (AD) in this way, then it should be understood that
there is an objection against this ledger. Before buying such land, one has to go to the

survey office/camp to know the latest condition of the land.

e Verify that the property of the seller has been divided with the partners of the seller of

the inherited land.

e Documents collected from the seller such as ledgers/worksheets etc. should be checked

at the concerned union land office along with the summons/title register.
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e The latest registration forms D, C, R, and tax deposit (receipt) need to be verified. If
the land tax is in arrears and the land is purchased while the tax is in arrears, the buyer

has to pay the arrears.

3.3 Traditional Registration Process

Some information is required to register. To register the land, full details of the land sold should
be mentioned. The document should include the name, full address and recent photograph
of the donor-recipient parent. The name of the person who will sell the land must have a
name (mutation) (without inheritance). Must have a brief description of the last 25 years of
ownership and a continuous history of the acquisition of the property. The actual value of
the property, the boundaries around the property, must be in the design document. There
must be an affidavit stating that the property sold by the donor has not been sold to anyone
else. There should be continuity of ownership in land deeds (CS, SA, RS). Must have baya
documents (if required).

After gathering all the pieces of information and bits of knowledge we can proceed with
our registration process. There are eight steps in the registration process. These steps are

showed in the following

Confirm the =
72\ o= O

LAND

REGISTRATION
PROCESS IN

Pay necessary Obtain the AT en
- S Transfer and NEC from the e st
at a designated bank sub-registry office

boropertycom

Figure 3.1: Registration Process
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Chapter 4

Proposed Method and Implementation

4.1 The Architecture

After considering the limitations and the country’s context, we are proposing an architecture
that can tackle the problems. We are planning to build a hybrid blockchain containing the
properties of both Consortium Blockchain and Public Blockchain.

Consortium Blockchain is a type of blockchain that is maintained by multiple central author-
ities. For verifying involved parties identification, proof of income, land taxes we have to
check the proper documents from the respective government authorities. By including these
government offices or ministries in the blockchain network we can verify those documents.
By implementing the properties of public blockchain mainly the distribution of ledger or records
in every node in the network we can prevent any sort of tampering of data by a group of third
party intruders that can bribe a few of the officials of the government organization to get
majority of consensus.

Also we intend to map the plot or properties to additional documents like registration papers

and khajna or land tax papers.

19
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CHAPTER 4. PROPOSED METHOD AND IMPLEMENTATION 20

4.2 Progressed Works

Up until now we have done the following:

e Study Existing Literature and Solution Architectures
e Feasibility Study of The existing Architectures

e Study Existing Implementations

e Partial Implementation

e Analyse the findings

4.3 Existing Implementations

There are a handful of existing implementations available online that we have studied and
analysed for our own implementation. The existing ones usually are file systems stored in
traditional blockchain architecture. We couldn’t find source code or practical implementation
for any of the academic literature that was provided, as they were partially implemented or

wasn't a full software with a usable Ul.

4.4 Analysis of existing Solutions

The solutions that are currently available have the following characteristics:

e Mostly theoritical.
e Hybrid blockchain architecture.
e Emphasises on the procedure of the registration and transfership process.

e Reliability of the third party verifier isn't questioned.
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4.5 Our Implementation

Since we couldn’t find any of the source codes for the hybrid blockchain architecture, we
had to rely on the pre-built frameworks and ehtereum-based blockchain system to build our
system. Due to time constraint we couldn’t conduct a feasibility study to gather requirement
specification from real users and the usability study whether to see it tackles the aforemen-
tioned problems in Chapter 3. So, our implementation were mostly build on the assumptions
of our understanding of the previous literature studies and the problems on our current process

of land registration

4.5.1 Process Overview

From the homepage the users can log in based on their roles with their private keys. Any-
one can register in the system as users (mainly buyer/seller). Their registration request is
the approved by the land officer/inspector and their account is verified. The owner of the
contract operated over the blockchain assigns the land officer. The contract owner may be
the Managing Director/Chief/Secretary or Commissioner of the Ministry of Land or similar
organization. This role can be transferred to the immediate successor.

As for the users, they have to include documents related to their identification to register.
They can register their land on the application with related documents for verification and an
online plotting of the land. Selling of land can be initiated after the ownership is verified by the
land officer. The buyer can request from the seller to show interest buying the property. After
verifying the buyers identity they can initiate transaction for payment using cryptocurrency.
Then the ownership of transfer is verified by the land officer which happens after an online
video conference which has to be attended by both parties and the officer himself. Finally,
a document is generated containing the buyer and seller identification document, mutation
and registration document, transaction info and information about the officers related to the

verification procedures. The whole process is summerized through a flowchart in 4.1
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\/ \/

[Money Transaction ] [ Document ]

Transaction
| |

V__ v

\/

Authenticated? Contract Owner

Successful
Transaction

No

No
Transaction Transaction
Failed Failed

Figure 4.1: Flowchart of the process workflow
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4.5.2 UML Diagrams

Class Diagram

Land

+ contractOwner: address

+ inspectorsCount: uint

+ userCount: uint

+ landsCount: uint

+ documentld: uint

= requestCount: uint

+ InspectorMapping: mapping(address=>Landinspector)
+ allLandinspectorList: mapping(uint=>address[])

+ RegisteredinspectorMapping: mapping(address=>bool)
+ UserMapping: mapping(address==User)

+ AllUsers: mapping(uint==address)

+ allUsersList: mapping(uint=>address[])

+ RegisteredUserMapping: mapping(address==>bool)

+ MyLands: mapping(address=>uinf]])

+ lands: mapping(uint=>Landreg)

+ LandRequestMapping. mapping(uint=>LandRequesi)
+ MyReceivedLandReguest: mapping(address==uinf(])
+ MySentLandRequest mapping(address==uint{])

+ allLandList: mapping(uint==uint(])

+ paymentDoneList mapping(uint=>uint[])

+ <<payable=> makePayment({_requestid: uinf)
+ ==payable>> makePaymeniTestFun(_reveiver. address)
+ constructor()

+ isConfractOwner(_addr: address): bool

+ changeContractOwner(_addr: address)

+ addLandinspector(): bool

+ RetumAllLandincpectorlist(): address]]

+ removeLandinspector(_addr. address)

+ isLandIinspector(_id: address): bool

+ isUserRegistered(_addr address): bool

< registerUser()

+ verifyUser(_userld: address)

+ isUserVerified(id: address): bool

+ ReturnAllUserList(). address(]

+ addLand()

+ RetumAllLandList(): uint]] verifyLand{_id: uinf)
+ |sLandVerified{id: uint): bool

+ myAllLands(id: address): uint[]

+ makeltforSell(id: uint)

+ requestforBuy(_landid: uint)

+ myReceivedLandRequests(). uint]]

+ mySentLandRequests(): uint]]

+ acceptRequest(_requestld: uint)

+ rejectRequest(_requestid: uint)

+ requesteStatus(id: uint): bool

+ landPrice(id: uint): uint

+ returnPaymentDoneList(): uint])

+ transferOwnership(): bool

<< Siruct>>
User

id: address

name: siring

age: uint

city: string

nidMumber: string
passporitNumber: string
document: string
email: string
isUserVerified: bool

<<Struct=>
Landinspector

id: uint

_addr. address
name: siring

age: uint
designation: string
city: string

<<Struct>>
LandRequest

<<Struct>>
LandReg

id: uint

area: uint

landAddress: string
landPrice: uint
allLatitudeLongitude: string
propertyPID: uint
physicalSurveyNumber: string
document: string

isforSedl: bool
ownerAddress: address
isLandVerfied: bool

regld: uint

sellerld: address
buyerid: address

landld: uint
reguestStatus: regStatus
isPaymentDone: bool

<<@Mum>>
reqStatus

reguested
accepted
rejected
paymentdone
completed

Figure 4.2: Class Diagram of the smart contract

The class diagram represents the variables and their datatypes along with each functions or

methods it executes. |n the project there is a whole smart contract class which has a set
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of defined record structures (i.e. LandReg, User, LandInspector and LandReq). In solidity a
record list is defined and structured by the keyword struct. In figure 4.2, we can see the record
types that the contract generated as well as all the variables, datatypes and functions which
are executed in the dapp. As the Contract executes a set of methods for a specific request

and all the variables need to be read during execution the read type of them is set to public.

Use Case Diagram

. Verify
erify Private
S o
Seller "= /Show Login
Error
Post Prope
for Sell
Accept
Request Verify Land Officer
. Payment
Make e o Check Wallet for
Payment Sufficient Funds
Buyer
iew Prope D";r;zr:f : =nef  Transfer
for Sell ety Ownership

Request
Property for
Buying

Figure 4.3: Use case Diagram of the Land Registration Dapp

From the figure 4.3, we can get a general idea of the core functionalities of the application.
Each type of user is constrained by a few set of actions in the application. The role of the
Land Inspector or Officer is to verify the user by checking their attached documents related
to their identification. He can also verify payment and the transaction before going on to the
final step which is transferring the ownership and finalizing the generated documents of the
transaction by signing it off. On the other hand, normal user, which in this case, are people

who are interested in buying and selling properties can register in the application, login, view
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available properties, post their own with corresponding documents, show interest in buying a

property and make payment through cryptocurrency.

4.5.3 User Interfaces

Here are a few images of the user interface of the application including the frameworks used
(i.e. Metamask, Ganache).

In figure 4.4, we can see that ganache has hosted a dummy ethereum network for testing
purpose with pre-populated testing accounts. Here we can see how much transaction each
account has initiated and the balance, address of the account and also the private key which

is shown after the key icon is clicked

(2, ) aAccounTs

CUSFRNT BLOCK GAS PRICE A5 LT HARTIFOSE METROEE I FPL SERVER MIHING. STATUS WOESKSPACE
.| 200000000 6T21975 MUIRGLALCIER 37 HTTPF 12700955 AUTOMINING LAND-REGISTRATHOH

MMEMONIC HO PATH

economy major game staff switch field pull gate spend focus miss social mhd’ /68° /8" /@ account _index
ADDRESS BALANCE T COUNT INDEX E?;
B=xCc3fcF96021CcBCICR12FadFd5Ch9468Bd7e341081 99.98 ETH 11 2]

ADDRESS BALANCE TX COUNT MDEX Ej?
@=D79810D56f0dcd63157aE91E6db5622453410426 1068.80 ETH B 1

ADDRESS BALANCE T QONT MHDEX ﬁj
8x2d154835b3f8B2B6e70e62c1B5F7/8662010096D6 180.88 ETH 1 2

ADDEESS BALANCE TX CIHMNT MDEX
@x153D0e391C240F8918B02C386T1B5793186b4ChbT 180.88 ETH ] 3 @?
ADDRESS BALANCE T COUNT NDEX E?;
B=4344b5812Ee7754218dd9FA9Cd92acB515C5¢cBB3 165.91 ETH 5] &

ADDRESS BALANCE TX COUNT MDEX Ej?
B=xe5C9e29525aB290af4d089838c5e@FI957231F3245 1008.80 ETH 1] 5

ADDRESS AALANCE TE DOUNT MDEX @j?
B=7147bB385b55E3962acd67a5ceaS54B0EBCS5311C  99.99 ETH 1 B

ADDRFES AALANCF T P _— i

Figure 4.4: Snapshot of Ganache running proxy accounts

In figure 4.5, we can see the dashboard of the metamask wallet application. Metamask wallet
can switch between ethereum test network or a customized network for private blockchain

hosts.
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B METAMASK F— @

Account 1
0

¢
99.9004ETH

Send Swap

Assets Activity

Need help? Contact MetaMask Support

Figure 4.5: Snapshot of metamask wallet manager

Figure 4.6, gives an overview of what the homepage looks like.

Lﬂﬂd Reglstry Homae User Land Inspeciar Coantract Owner Sbaut

Land
Registration Using
Blockchain

Figure 4.6: Snapshot of the homepage of the application

The login page of all roles redirect to page shown in figure 4.7. Based on the private key

inserted the application redirects to the corresponding dashboard of the roles.
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Fhtfeceecens

Yiou can enter private key of your wallet Or you connect Metamask wallet

E LA

O Chck 1o connec! Melamask

® 4 METAMASK

Figure 4.7: Snapshot of the login page of the application

In figure 4.8, we can see the dashboard of the contract owner who initiates and migrates the
contract in the application. He can add land inspector or officers and change his ownership

to other registered land officer. Figure 4.9, we can see the registered land officers along with

their information and the option to remove them.

Add Land Inspector

Contract Owner

+9 Add Land Inspector
All Land Inspectors

Change Contract Owner Dasianation

Logout

Figure 4.8: Snapshot of the dashboard (adding land officer) of the contract owner
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Add Land Inspector

= # Landinspector's Address MName City Femaove
Contract Owner
1 Oxd 7901 0d5610ded631 578001 ebdb56 22453471 0426 Mr. A Dhaka m
7 0x2d 15403503180 2b6e T0eh2c] 851786601 009646 Mr. B Dhaka m
Add Land Inspector
: bt 3 0x153d0391c240f891 0b02c386F 1657931 06b4chf M. AC Dhaka m

o= wAll Land Inspectors

Change Contract Owner

Logout

Figure 4.9: Snapshot of the dashboard (removing land officer) of the contract owner

Figure 4.10, we can see the dashboard of the land officer. His responsibilities are to verify
the users by checking the validity of their documents (figure 4.11), verify lands and transfer

ownership after the whole payment and verification procedure is done (figure 4.12).

Landinspector Dashboard

Total Property Transfered

Officar

:; Dashboard
Verify User

Verify Land

Transfer Ownership

Logout

Figure 4.10: Snapshot of the dashboard of the land officer
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LandInspector Dashboard

# Address Name MID Passport Mo. Docwment Vertfy

Ez,_ 44b581 2ee 775421 Bdd9fadcd92acls5] So5cB asdlart 4551734856 45613654 iaw : Verifiad

5 E;In‘.lEDEiJhFFq?an:eH?HEFHDdlElda'-"el:'r!][]]".]? BuyerT 1934567640 17345678 o ; Vearified

Dashboard 5 |'||3f; 147bb305b55e3962acd67a5cea554b0ebo53 Calier3 1234567890 12345678 o D Verified

@ Verify User

Verify Land

Transfer Ownership

Logout

Figure 4.11: Snapshot of the dashboard (user verification) of the land officer

Landinspector Dashboard

¥ Land Id Seller Address Buyer Address Status Transfer Swnership

Officer

Oxd 34406581 2oy 75421 Bdd9Ta9cd02ac051 5c5cBb3  Oxbeflbeab?792eecced236730d104a7e150010269  Payment Done

Dashboard
Verify User

Verify Land

'L'*.. Transfer Ownership

Logout

Figure 4.12: Snapshot of the dashboard (ownership Transfer) of the land officer

Now for the seller, we can see the seller information from their dashboard, in figure 4.13. We
can navigate to Add Lands to add information about the land he's willing to sell. From figure
414, we can see that the seller has to fill up a form and upload documents and also plot the
coordinates of the property to post a land for sell. In figure 4.15, we can see the property
enlisted by individual seller and from received request in 4.17 we can see the buyers who are

interested to buy property from the seller.
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User Dashboard
seller] Your Profile
verified i
el o s — B —
== Dashboard ]
LR LT
[' llerl ]

Add Lands

@ |

My Lands

Land Gallery [%ﬂm ]

My Received Request - abba B :
Y y s ]

My Sent Land Request

Logout

Figure 4.13: Snapshot of the dashboard (user info) of seller

User Dashboard
Dashboard
all§]
1]} Add Lands
My Lands
Draw Land on Map

Land Gallery

My Received Request

My Sent Land Request

Logout

Figure 4.14: Snapshot of the adding land page by the seller
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User Dashboard

Dashboard

Add Lands

weriled WErified
ulen Tongi Collage Gate
Land Gallery Price:1500000 Price: 7500000
My Recelved Request - -

My Sent Land Request

Logourt

Figure 4.15: Snapshot of the posted land page by the seller

User Dashboard
# Land bd Buyer Address Status Payment Done Raject Accapt
1 1 Oxbcil&eab? T2 eecce8236730d104a7e1 50010269 Payment Done true
2 2 (Oxbci06eab7792eecce8236730d104aTe] 50010269 Pending false [ Reject |

Dashboard
Add Lands
My Lands

Land Gallery

b

E!‘ My Received Request

My Sent Land Request

Logout

Figure 4.16: Snapshot of the buy request page of the seller
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User Dashboard

Herl # Land id Buyer Address Status Payment Done Reject Accept
seller

1 1 OxbeflGeab? 792eecce8236730d104a7e] 500102659 Payment Done frue et

2 2 (xbcf0Beab7792eecce8236730d104a7e] 50010269 Pending false | Reject |

Dashboard

Add Lands

My Lands

Land Gallery
My Recelved Request
My Sent Land Request

Lo gout

Figure 4.17: Snapshot of the buy request page of the seller

Here is a detailed version of what the buyer can see of the land in figure 4.19. A buyer can
view the physical location of the land, its info and view the documents. A third party API

(mapbox) was used to achieve the service of mapping the property through satellite map view.

{i
Hazrat Shahyalal
Jarme Maspid

I © mapbox

Owner Address : 0x4344b5812ee7754218dd9%fa%cd92ac0515¢c5¢c8b3

Address : Tongi Collage Gate

Price : 7500000

Survey Number : 583146

Property Id : 1153

Document : View

Figure 4.18: Snapshot of the land information page
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Lastly in figure 4.19, we can see the available land list from the buyers dashboard. A buyer
can send a request to buy from this page. In 4.20, the prompt of a paytab is shown where

the local currency is converted to ETH cryptocurrency before confirmation of payment.

User Dashboard

Dashboard

Add Lands

g Wi
il e 5000 Sq.Ft 3500 Sq.Ft
ulon Tengi Collage Gate
w5 Land Gallery Price:1500000 Price: 7500000
1, 4

My Sent Land Request

Logout

Figure 4.19: Snapshot of the available land list page (Buyer's dashboard)

Confirm Payment

Oxhcteab T eaccal2 W6 TA041 DdaTe1 SDO 10269

®

{red 3440581 2ee7 75421 Bddfadcdd2acifl Scicaba

Total Amount in t

7500000

I ETH = 1658368 9555

Total ETH:
44 1594803736280/

Figure 4.20: Snapshot of the payment tab

Scanned with CamScanner



Chapter 5

Conclusions and Future Work

5.1 Conclusions

By the end, we intend to design our proposed system, taking in mind of the flaws and loopholes
in our country's land registration process. Blockchain is a comparatively new technology in
terms of its age but has the potential to bring a significant turnover to the technology world.
The recent usage of blockchain in different application domain is still comparatively immature
and further usage may introduce new vulnerability in the systems developed by attackers or
schemers. So,the methodology proposed by us may not fully cover all sort of fraudulent actions
but may reinforce the security of existing architectures in this domain of land registration

Process

5.2 Future Work

There are still some incomplete features of the application but we intend to complete them
in near future. We also intend to polish the existing application and make the Ul more clean

and easy to use. For our future endeavours we would:

e Integrate the application with national identification and tax/duty databases to make

the verification process easier for the land officers.
e Analyze and strengthen all the security aspects related to the system.

34
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e Conduct a survey among official personnel for the possibility of putting it to official

governmental usage.

e Optimize the performance of the system

e Data collection, survey and feasibility study for Bangladesh
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