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Abstract

In the era of the internet and smartphone, digital financial transaction services make
people’s lives easier. In Bangladesh there are several prominent Mobile Financial
Service (MFS) provider companies which give service to their customers. Compa-
nies launch android and iOS applications to make this service more reachable to their
clients. These applications help people to purchase, pay or transfer money with the
smartphone caring in his/her hand. While developing, for many reasons like coding
flaws, logical errors, misconfiguration or vulnerable architectural design in applications
could lead to compromise of that system. So security is the main concern here to keep
client’s money safe. This study is able to analyze the vulnerability level of top five Mo-
bile Financial Service (MFS) applications available in Bangladesh. Popular scanning
tools like Mobile Security Framework (MobSF), QUIXXI and Immuniweb are used
to analyze this study following the Open Source Web Application Project (OWASP)
Mobile Application Security Verification Standard (MASVS). After analyzing and
comparing all the reports from selected tools are merged together and break down the
application level vulnerabilities. Among the common issues found in almost every
application, the percentage of High risk is alarming. This indicates a concern for the
organization to defend against any cyber attack and also for losing reputation.
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1 Introduction

Mobile applications have been established as an intrinsic part of our daily life. We enjoy
useful services through many mobile applications .There are many mobile financial services
in Bangladesh which are being used everyday . A single vulnerability to these app can cost us
financial loss, reveal our personal information and even endanger national security through theft
of critical military data. Hackers stole 1 million usernames and passwords from Sony in 2011(1)
, 45million customer credit cards from TJ Maxx in 2007(2) , 100 million customer credit cards
from Heartland Payment Systems in 2009 (3) and also stole 24,000 Bitcoins from BitFloor in
2012(4), a major Bitcoin exchange . Akamai Technologies, a leading provider of content delivery
services, reported in its state of the internet for the third quarter of 2014 that its customers are
facing increased distributed denial-of-service in terms of both the bandwidth and the number of
requests generated by the attackers(5).

This research conducted an empirical analysis of vulnerability detection using MobSF,
ImmuniWeb and Quixxi.The obtained results are analyzed and categorized as high, medium, low,
and informational level security flaws depending upon their severity in terms of the potential
damage they are capable of doing to the system or the end users. Then, results of both tools have
been compared, where (write the tool name here )was more successful detecting vulnerabilities
in the examined web applications.CSRF, one of the most lethal vulnerabilities, was prevalent
among all the tested web applications, hence this vulnerability was aptly ranked as number one.

2 Background Study

One of the greatest advances in technology is the invention of mobile applications. 83.72% of the
world population owns a smartphone and they use different types of mobile applications.Mobile
Applications have become so important and useful in our daily life for their usefulness and
usability. They are very much needed in our life to conduct daily activities (Social Media,
Food Delivery, Transport, Banking etc.). But these mobile applications are exposed to various
vulnerabilities .Mobile Applications are mostly targeted by attackers because they process a
lot of users’ personal and sensitive information, access them and in some cases enable remote
control of devices. Higher possibility of attacks and compromises arise while there is more
data flow in the mobile applications . Besides,most developers are very much focused on the
features , performance , usability etc. because user requirements are very much focused on those
areas . Also the developers are in continuous pressure to implement the features and thus the
security is often neglected. Also they are focused on the requirements which are more relevant
from a business perspective . The most important applications to be focused on to strengthen
security are : Mobile Financial Service or MFS . In Bangladesh, most of the people use these
applications for instant money transaction and deposition, for paying bills etc.In the following
section ,different vulnerabilities are briefly discussed . (6)

2.1 Unsafe Files Deletion

Misconfiguration in a software system can damage the software greatly. Mobile apps often rely
on connection with the server but most of the time mobile application developers don’t have
traditional server-side security knowledge. If the access permission for the critical files that are
accessible only by the authorized people are not set properly then anyone may corrupt those files.
And this arbitrary file is a file that allows malicious people to modify everything on a system. An
attacker who is unauthenticated can exploit this vulnerability remotely while sending a crafted
request to the target system. If exploitation is successful, arbitrary files from the target system
are deleted and may cause to denial of service conditions if important executables or libraries are
deleted. This issue enables an attacker to influence calls to the *unlink()’ function and delete
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arbitrary files. An attacker can supply directory traversal sequences followed by an arbitrary file
name to delete specific files for the lack of input validation.

2.2 Enable Cleartext Traffic

encrypted.It is recommended that Android applications protect against unintended regressions to
clear text communication and many Android applications have already included a secure-only
mode. But some of them have a tendency to revert to cleartext communications by mistake. For
example, a server component update might result in the app receiving HTTP URLSs instead of
HTTPS URLSs from the server. A clear text message would then be sent to the user, and there
would be no user-visible symptoms. The app’s users may not be aware of this problem.

2.3 Undefined Protection Level Of Exported Service

Modern software architectural design helps to integrate one application’s service to another
application to make it more user friendly. This type of service is known as exported service. But
this exported service’s permission should be protected. Otherwise any other component has the
chance to use it without permission.

24 Raw Execution Of SQL Query

Based on user input, an application performs a data query to retrieve or alter data in the database.
Since databases are the main target for an attacker, it’s very important to set up a strong protest
against receiving malicious input from untrusted users. Proper setup of regular expression can
help to mitigate the risk of unwanted change in the database. Besides that instead of supplying
user input in sql query directly, it’s better to practice using placeholders.

2.5 Missing Certificate Pinning

Certificate pinning is a method that depends on server certificate verification on the client side
and server certificate or fingerprint is necessary to be known previously to the mobile app for
this verification.While connection with the server is established the fingerprint is compared with
a certificate from the remote server . Missing certificate pinning can lead to giving unwanted
authorization or not being able to authorize the right person . This protection mechanism stops
different kind of attack like man-in-the-middle, compromising CA etc

2.6 Insecure Webview Implementation

In Android applications, WebViews are used to load content and HTML sites. WebView’s
implementation must be secure in order to avoid exposing the application to a significant risk.
Because WebView is less safe, this post aims to look at how to fix these problems.

3 Literature Review

We have selected two related paper with our work. The first paper is(7) : Vulnerability As-
sessment on the Parental Control Mobile Applications’ Security: Status based on the OWASP
Security Requirements. In this paper, they have performed SAST(Static Application Security
Testing)using Checkmarx, to identify flaws and vulnerabilities. First, they have reviewed the
advantages and drawbacks of SAST and also presented a survey on OWASP risk rating methodol-
ogy.Then they mapped the co occurrence of high profile vulnerabilities types from both OWASP
Top 10 and CWE/SANS 25. By performing SAST, they have detected most vulnerable files and
again scanned without those files.

The second paper(8) is Vulnerability Assessment on the Parental Control Mobile Applications’
Security: Status based on the OWASP Security Requirements . Quixxi security is applied to
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check vulnerabilities of parental apps and some common vulnerabilities are found among 3 apps
and average of the fail rate in every severity level is calculated .

4 Data Collection

This segment discusses a list of vulnerability scanning tools and targeted applications, environ-
ment setup, and data gathering strategies for discovering vulnerabilities in Bangladeshi mobile
financial service applications. These vulnerabilities result primarily from deviations from stan-
dard coding practices and security configuration issues. Occasionally, smartphone hardware
difficulties are also to blame. This study analyzes the vulnerabilities in MFS applications using a
variety of measurements and approaches.

4.1 Vulnerability Scanner Selection

Using a high-quality vulnerability scanner can assist detect weak areas and reduce the attack
surface that an attacker may exploit. There are several commercial and open-source android
application scanning tools available which provide static and dynamic analysis features along
with detailed reports. Since the list is long, three tools are selected in this research which are quite
remarkable in the industry. MobSF (Mobile security Framework), Immuniweb are open-source
and QUIXXI is a paid scanner. A short outline of these tools is provided below.

e MobSF (Mobile Security Framework) + Open source, a complete package
for mobile penetration testing which follows the OWASP MSTG (Mobile Security Testing
Guideline) and capable of operating dynamic and static testing of an android or i0S appli-
cation effectively. While analyzing statically, it converts APK/IPA files to native code and
does a very extended test on code level. Additionally, in dynamic testing applications are
installed in a real device or simulator that is integrated with mobSF. Different frida scripts
can be injected while performing dynamic tests. (9)

° QUIXXI + A sophisticated paid tool that is inspired by OWASP which checks the
integrity and detects threats with CVE reference for android platform. The key advantage of
utilizing this tool is that it shows the potential impact of the identified issues and provides
proposed remedies. (10)

 Inmuniweb-A SaaS-based (Software as a Service) : application
security solution developed based on machine learning and artificial intelligence that checks
vulnerability against different business logic testing, SANS Top 25 standards, PCI DSS
OWASP coverage. (11)

4.2 MFS Application Crawling

In Bangladesh, several prominent digital mobile financial service providers operate under the
supervision of various banks and the Bangladesh Post office. These enterprises all offer Android
and 10OS applications to their customers for daily uses. Five Android MFS applications have been
chosen for vulnerability research in this paper. Due to confidentiality concerns, the names of the
applications are kept anonymous.
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5 Experimental Workflow

In figure 1, Appl, App2, ... App5S denotes the selected five MFS applications for this research.
APK files of these applications are uploaded to the scanning tool as an input and after analysis it
generates vulnerability reports. Since three individual reports are generated from selected tools
for each application, an overall report analysis has been performed to generate the final report
which shows the application wise vulnerability breakdown. Vulnerability assessment summary
and best performance tool - these two things will come up in out research by following this
workflow.

App 1 App 2 App 3 App 4 App 5

N

_SF J IQUI‘ M J ulmmumWEbJ

Reports Analysw

Final
Report

a

Figure 1: Experimental Workflow
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6 Experimental Findings Discussion

In this section we analyzed scanned results and mapped on the basis of different risk levels.
Some identified vulnerabilities must be resolved immediately because they allow attackers to
compromise or damage the application, while others have a lower priority. In its scans and
reports, scanner categorizes vulnerabilities based on their risk rankings to aid developers in
deciding which flaws should be patched first. In software security risks are classified into 4
categories named High, Medium, Low and Information.

6.1 Risk Level Classification
The risks are classified based on their CVSS score (12)

® High Risk : The vulnerabilities identified as High Severity may grant unauthorized access
to application resources and data.

® Medium Risk : Medium Severity problems are typically caused by faults and shortcomings
in the application configuration.

® Low Risk : Low Severity concerns include information leakage, installation errors, and the
absence of certain security measures.

In addition to the risk alerts listed above, a scanner also uncovers informational messages that
are regarded to be of interest. Understanding the application’s technological stack and its depen-
dencies make it easier for attackers to design attack strategy.

6.2 Vulnerability Detection

Results of detected vulnerabilities by selected tools are plotted statistically in pae chart and the
numbers at tables here. Numerous failed evaluations are observed by Vulnerability scanners for
all applications and detect severity level, related risk, and security weaknesses. Most vulnerability
scanners either search for existing vulnerabilities or look for common flaws to discover new ones.
In the report of the scans, an overall risk score is calculated.

Since each scanner’s testing process, debugging script, and database of common vulnerabili-
ties are different. So a different outcome for a targeted application from multiple scanning tools is
not surprising. The disadvantages of relying only on automation testing is either it misses major
issues or provides false positives results sometimes. However, the false positive results have been
excluded for getting accurate results by analyzing each application’s permission list, manifest,
code, shared library, APKID, Browsable Activities and tracker manually in this research.
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Tables

App | High | Medium | Low | Info
Appl 7 5 5 4
App2 | 12 7 10 | 11
App3 8 6 6 6
App4 | 9 4 5 5
AppS 7 4 3 5
Total | 43 25 29 | 31

Table 1: Vulnerability Detected By MobSF Scanner

App | High | Medium | Low | Info
Appl 6 6 2 3
App2 | 10 8 3 3
App3 8 3 1 1
App4 8 3 1 |
AppS| 5 4 1 2
Total | 37 27 8 11

Table 2: Vulnerability Detected By QUIXXI Scanner

App | High | Medium | Low | Info
Appl 4 3 2 4
App2 | 6 4 7 11
App3 | 3 3 4 6
App4 | 3 2 3 4
App5 4 2 3 5
Total | 21 14 19 | 30

Table 3: Vulnerability Detected By Immuniweb Scanner
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Figure 2: High Vulnerability detected by Scanners
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Figure 3: Medium Vulnerability detected by Scanners
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Immuniweb
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Figure 4: Low Vulnerability detected by Scanners
Imm(L)miweb MobSE
4“M1.7% 43.1%
QUIXXI
15.3%

Figure 5: Informational Vulnerability detected by Scanners

7 Discussion

In this paper the most dangerous web application flaws evaluated , such
as Enabled Clear text communication, SSL certificate missing, unsafe file
deletion, execution of raw SQL query, improper permission setting and also
medium risk like Weak Random Number Generator, Weak Java Hashcode
implementation, Insecure cryptographic protocols are most prevalent in all
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applications. Low level of vulnerabilities like poor string security, missing
protection of tapjacking, and insecure temporary file creation are also found.

According to the common vulnerabilities table, a hypothesis has been
established in figure to understand the security level of mobile financial appli-
cations in Bangladesh. It shows that 52.6% of vulnerabilities are categorized
as High. The percentage of medium and low risks are around 21.4%. And
more than 5% are leveled as low.

8 Conclusion

In this study, the overall vulnerability assessment of mobile financial service
applications in respect of Bangladesh were identified by MobSF, QUIXXI
and Immuniweb following mobile application security standards provided by
OWASP. According to the survey, the alarming rate of high-risk vulnerabilities
prevalence in digital transaction applications is worrying. Since the money
1s converted to digital currency and everything is logged on the system, it is
possible to follow every transaction. Therefore, if an attacker has a foothold
and is able to elevate privileges, the system cloud is easily compromised.
Consequently, consumers will incur monetary losses.So these application
development company should pay more and more attention to mitigate this
risk.
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