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Abstract

The Internet of Things (IoT) has brought revolution the way we live and work,
but with this revolution it has also brought new security challenges. IoT devices
often lack strong authentication mechanisms, making them vulnerable to cyber-
attacks or malicious intents. Blockchain technology has come up as a prospective
solution to this problem, offering a secure and decentralized way to authenticate
IoT devices.

In this paper, we propose a novel approach to IoT authentication using blockchain
technology. Our approach leverages the decentralized properties of blockchain
technology to provide secure and reliable authentication for IoT devices. We dis-
cuss the challenges of implementing blockchain-based IoT authentication, such as
scalability and privacy, and propose solutions to address these challenges. we tend
to propose a blockchain primarily based authentication theme named Bubbles of
Trust. wherever solely devices settled within a selected bubble will be sure and
attested with.

We also present a proof-of-concept implementation of our approach authenti-
cation process, demonstrating how blockchain-based authentication can be used to
securely authorize and validate transactions between IoT devices. Our implemen-
tation uses a combination of cryptographic techniques, such as digital signatures
and public-key cryptography, to ensure the integrity and authenticity of transac-
tions.

Overall, our approach offers a promising solution to the security challenges of
ToT devices in matters of security. It provides a secure and decentralized authen-
tication mechanism that can help prevent unauthorized access or communication

and protect sensitive data.

Index Items: IoT devices, Security, Authentication, Blockchain, Ethereum
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1 Introduction

1.1 Overview

Our paper proposes an improved model which can be applied to Internet of Things
(IoT) networks, which are characterized by devices that can interact with each
other and with their environment in a social and collaborative manner (bubbles).

With the rapid growth of IoT devices, the need for a trustworthy and secure
network has become increasingly important. IoT devices have a limited amount
of processing power and storage space, so traditional authentication mechanisms
like login and password combinations are not appropriate. As a result, it can be
difficult to use encryption and securely store passwords, making these devices vul-
nerable to hacking and breaches of security... Therefore, a new approach to trust
is necessary to effectively manage the interactions among devices in IoT networks.
The ” Bubbles of Trust” model proposed in the paper provides a new methodology
for establishing trust in IoT devices. The model considers the social relationships
and interactions among devices to form ”bubbles” of trusted devices. It is feasible
to create a safe chain of trust across devices, facilitating secure communication and
transactions, by utilizing the immutable and decentralized features of blockchain.
With no requirement for a server or other centralized authority to oversee the
authentication process, it is now feasible to authenticate devices in the Internet of

Things.

1.1.1 Blockchain Technology

Blockchain technology is a distributed ledger that stores information in a decen-
tralized and immutable manner. The information stored on the blockchain is
verified and secured using cryptographic techniques, which make it virtually im-
possible to alter or hack. This makes blockchain technology an ideal candidate for
authentication and verification- purposes. It is a very significant solution to varies
sectors including tech, finance and supply chain management etc.

In the context of IoT authentication, blockchain technology can provide a
secure and decentralized way to authenticate IoT devices. By leveraging the cryp-
tographic properties of blockchain technology, IoT devices can be authenticated
in a way that is tamper-proof, transparent, and reliable. This can help prevent
unauthorized access and protect sensitive data in IoT networks.

By using blockchain technology, cryptocurrency transactions can be securely
authorized and validated, making them less susceptible to fraud and hacking.

Overall, the use of blockchain technology in IoT authentication and cryptocur-
rency transactions has significant potential to improve the security and reliability
of these systems. Its ability to provide secure and tamper-proof authentication
and verification makes it a valuable tool in the increasingly complex and intercon-
nected world of IoT and cryptocurrency. There are generally three main types of
blockchain networks that we considered using for this thesis: public, private, and

consortium.
Public blockchains, such as Bitcoin and Ethereum, are open to anyone and allow
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anyone to participate in the network as a node. These networks are typically de-
centralized and transparent, and anyone can view and access the information on
the blockchain.

Private blockchains are used within organizations or between trusted parties, and
access to the network is restricted. Private blockchains are typically more central-
ized than public blockchains, and the nodes are typically controlled by a single
entity or group of entities.

Consortium blockchains are a hybrid of public and private blockchains, where a
group of organizations controls the network, but it is not open to the public. Con-
sortium blockchains are often used in industries where multiple organizations need
to share data and collaborate on a shared network.

The choice of which type of blockchain to use depends on the specific use case
and requirements of the project. Each type of blockchain has its own advantages
and disadvantages, and the decision of which type to use should be made based
on factors such as security, scalability, and access control.

1.1.2 Internet of Things

The Internet of Things (IoT) is a network of physical objects like cars, appli-
ances, and other household things that can collect and share data because they
are equipped with sensors, software, and network connectivity. IoT involves the
use of internet-connected devices that can interact with one another to exchange
data and carry out tasks. For instance, a fitness tracker worn on the wrist can be
used to monitor a person’s activity levels, and a smart home system can be used
to regulate the temperature and lighting in a home.

IoT devices typically involve three main components:

e Sensors and Actuators: These are the physical devices that collect data and
perform actions. Examples include temperature sensors, motion detectors,

and smart locks.

e Network Connectivity: This is the communication infrastructure that allows
devices to connect to the internet and exchange data. This can be achieved
through Wi-Fi, cellular, or other network technologies.

e Cloud Computing: This is the central repository where data is stored and
processed. The cloud is responsible for analyzing the data collected by IoT
devices and making decisions based on that data.

By leveraging the power of blockchain technology and smart contracts, the
Bubbles of Trust project could potentially revolutionize the way we interact with
IoT devices and share data securely.
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1.1.3 Security threats in IoT

The Internet of Things (IoT) is vulnerable to several security threats and the
following list includes some of the IoT security issues that we will focus on for the

scope of this thesis:

e Data Breaches:IoT devices can be vulnerable to hacking and cyber attacks,
which can result in sensitive data being stolen or compromised.

e Unauthorized Access: 10T devices can be accessed by unauthorized users,
allowing them to control or manipulate the device for malicious purposes.

e Device Tampering: 10T devices can be physically altered or manipulated,
compromising their security and reliability.

e Malware: IoT devices can be infected with malware, which can allow at-
tackers to steal data or gain control of the device.

Insecure Communication: IoT devices often use insecure communication
protocols, which can leave them vulnerable to hacking and cyber-attacks.

Blockchain technology can provide a secure solution to many of these security
threats by offering a decentralized and immutable record of all transactions. For
example, blockchain can be used to authenticate IoT devices, ensuring that only
authorized devices have access to sensitive information and systems. Blockchain
can also be used to secure communication between IoT devices, ensuring that all
data exchanged between devices is secure and tamper-proof.

Overall, blockchain technology has the potential to provide a secure and reliable
solution for IoT security threats, helping to mitigate the risk of data breaches and
cyber attacks, and improving the overall security and reliability of IoT systems.

1.2 Problem Statement

The Bubbles of Trust project addresses the issue of establishing trust relationships
between different Internet of Things (IoT) devices and their users in a decentral-
ized and secure manner. With the burgeoning number of connected devices, it
becomes ever more crucial to guarantee that users can repose faith in the devices
they interact with and the data they share with them. However, current ap-
proaches to establishing trust often rely on centralized authorities or third-party
intermediaries, which can create security vulnerabilities and limit the scalability
of IoT systems. The Bubbles of Trust project aims to address these challenges
with the use of the power of blockchain technology and smart contracts to create a
secure, decentralized trust framework for IoT devices. The goal is to enable users
to easily establish trust relationships between their devices and those of others,
without relying on centralized authorities or intermediaries. This would allow for
more secure and efficient communication and data sharing between IoT devices,
while also ensuring user privacy and control.
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Two main issues to address in this paper:

1. Authentication: With the increasing integration of IoT devices into various
industries, the secure authentication of these devices has become a crucial concern
so we need a system where by using simple and efficient methods, everyone trusts
one another.

9. Safe Communication: The secure communication of IoT devices is also
a major concern, as it is important to ensure that only authorized devices from

existing bubbles can communicate safely.

1.3 Motivation

As computer science engineering students that specialize in Networking with a
keen interest in cryptography, We were drawn to the concept of the Blockchain
and its potential to transform the way we interact with the world around us. We
also delved deeper into the IoT ecosystem, as they are part of our everyday life,
we became increasingly aware of the security and privacy challenges associated
with the widespread adoption of connected devices. As a result of this, we started
searching into the burgeoning area of blockchain technology and its potential uses
in safeguarding Internet of Things (IoT) devices.

The idea of using blockchain technology for IoT authentication was particularly
intriguing to us, as it offered a novel approach to addressing the security and
privacy challenges of the IoT ecosystem. The use of a decentralized and immutable
ledger to authenticate and authorize IoT devices provided a promising solution to
the challenges of securing the IoT ecosystem, while also enabling new levels of
interoperability and scalability.

Moreover, the potential real-world benefits of using blockchain technology for
IoT authentication were compelling. The increased security, privacy, and account-
ability of the IoT ecosystem could enable the development of new applications and
services, leading to more efficient and innovative use cases of connected devices.

Overall, the opportunity to work on the IoT Authentication using Blockchain
Technology project was a natural fit for our interests and expertise. We were
motivated by the potential of the project to contribute to the development of a
more secure and trustworthy IoT ecosystem, while also exploring the cutting-edge
intersection of blockchain technology and the Internet of Things that we will be
able to implement all over African states.

1.4 Research Challenges

Based on our proposed methodology implementation, the research challenges as-
sociated with implementing the proposed blockchain-based IoT authentication so-
lution include:

1. Security: While blockchain technology provides strong security guarantees,
it is not immune to attacks. The authors highlight the need to consider attack
vectors and vulnerabilities specific to IoT devices, such as physical attacks, and
develop mitigation strategies to address these threats.
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2. Cost: Implementing a blockchain-based IoT authentication solution can
be expensive due to the costs associated with storing and processing data on the
blockchain network. The authors propose using a hybrid blockchain model that
leverages both public and private blockchains to reduce costs while maintaining
security and scalability.

3. communication between bubbles: We propose a simulation to show how the
limitations of the existing system work to ensure communication between bubbles

while preventing man-in-the-middle attacks.

1.5 Thesis Outline

In Chapter 1 we have discussed our study in a precise and concise manner.
Chapter 2 deals with the necessary literature review for our study.

In Chapter 3 we have stated the skeleton of our proposed methodology, and
flowchart to provide a detailed insight of the working procedure of our proposed
method.

Chapter 4 shows the results and analysis of the successful implementation of our

proposed method.
The final segment of this study contains all the references.
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92 Literature Review

The literature on IoT authentication and blockchain technology is rapidly evolving,
reflecting the growing interest in using blockchain system technology to address
the security and privacy challenges of the Internet of Things (IoT) ecosystem.
This section provides an overview of the key findings and insights from the existing
literature on IoT authentication using traditional authentication systems and using

blockchain technology.

2.1 Traditional authentication approach

Traditional authentication approaches have been widely used in securing computer
networks and systems for many years. In their paper [10], authors Sharma and
Saini (2015) provide a comprehensive review of traditional authentication mech-
anisms, including password-based authentication, biometric authentication, and
token-based authentication. Password-based authentication is one of the most
widely used authentication mechanisms. Users are required to enter a username
and a password to authenticate themselves. The authors discuss the strengths and
weaknesses of password-based authentication, including its simplicity and ease of
use, but also its vulnerability to attacks such as password guessing and brute force
attacks. Biometric authentication involves using physical characteristics such as
fingerprints, iris patterns, and facial recognition to authenticate users. The au-
thors discuss the advantages and limitations of biometric authentication, including
its uniqueness and non-repudiation properties, but also its susceptibility to attacks
such as spoofing and replay attacks. Token-based authentication involves the use
of physical tokens such as smart cards or USB devices to authenticate users. The
authors discuss the strengths and weaknesses of token-based authentication, in-
cluding its high level of security, but also its cost and usability challenges.

Continuous authentication is a crucial aspect of secure device-to-device com-
munication, particularly in the context of the Internet of Things (IoT) where
devices interact autonomously. In recent years, there has been an increasing focus
on developing lightweight protocols that ensure continuous authentication while
minimizing computational and communication overhead. This literature review
explores the research work on lightweight continuous authentication protocols for
device-to-device communication.

One notable contribution in this field is the paper [23] by Shah et al. (2023)
and Syed et al. The authors address the need for efficient and secure continuous
authentication in IoT environments where devices communicate directly with each
other. They propose a lightweight protocol that minimizes the computational
burden on resource-constrained IoT devices while providing robust authentication
mechanisms.

The protocol proposed by Shaghaghi et al. (2023) leverages the concept of
continuous monitoring and evaluation of device behavior to establish and main-
tain trust in device-to-device communication. By analyzing various behavioral
attributes, such as communication patterns and energy consumption, the proto-
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col can continuously verify the authenticity of devices involved in communication.
Moreover, the lightweight nature of the protocol ensures efficient utilization of
device resources, making it suitable for resource-constrained IoT environments.

Another important research work in the field of lightweight continuous authen-
tication is The hierarchical architecture presented by Baig et al. (2023) provides an
effective solution for managing the computational and communication overhead
associated with continuous authentication in large-scale IoT networks. By dis-
tributing the authentication tasks among multiple domains, the protocol achieves
scalability without compromising security. Furthermore, the lightweight authenti-
cation mechanisms employed in each domain ensure minimal resource consumption
and latency.

In summary, the research on lightweight continuous authentication protocols
for device-to-device communication in IoT environments has seen significant ad-
vancements. Baig et al. (2023) proposed a lightweight protocol that focuses
on continuous monitoring of device behavior to ensure trust in communication.
Baig et al. (2023) addressed scalability challenges by introducing a hierarchical
architecture with lightweight authentication mechanisms. These research works
contribute to the development of efficient and secure continuous authentication
protocols for resource-constrained IoT environments.

This section of the literature review provides an overview of recent advance-
ments in IoT device authentication, with a particular focus on the collaborative
PHY-aided technique proposed in [22] which presents an overview of existing IoT
device authentication techniques, such as cryptographic approaches, biometric-
based methods, and physical layer (PHY)-based techniques. The review highlights
the advantages and limitations of each approach, emphasizing the need for robust
and efficient end-to-end authentication mechanisms.

The Collaborative PHY-Aided Technique: [22] introduces a novel collabora-
tive PHY-aided technique for end-to-end IoT device authentication. The review
discusses the core concepts and methodology employed in the proposed approach.
The technique leverages the unique physical characteristics of IoT devices, such
as their radio frequency (RF) signatures, to establish secure and reliable device
authentication.

Experimental Evaluation: The literature review analyzes the experimental
evaluation presented in [22]. It examines the setup, metrics, and results obtained
from the experiments conducted to validate the effectiveness and efficiency of the
proposed technique. The review discusses the performance improvements achieved
by the collaborative PHY-aided technique compared to existing authentication
methods.

Comparison with Existing Approaches: This section compares the collabora-
tive PHY-aided technique with other state-of-the-art authentication methods in
terms of security, scalability, computational overhead, and resource utilization.
The review highlights the unique advantages offered by the proposed technique
and identifies potential areas for further improvement.

Discussion and Future Directions: The review provides a critical analysis of
the collaborative PHY-aided technique, discussing its strengths, limitations, and
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potential implications. It also identifies future research directions and open chal-
lenges in the field of end-to-end IoT device authentication. The review suggests
potential enhancements to the proposed technique, such as exploring machine
learning algorithms to improve the accuracy of device identification.

With the increasing complexity of modern network infrastructures and the
rise of sophisticated cyber threats, traditional perimeter-based security models
have proven inadequate. [21] offers a paradigm shift by adopting a proactive
and continuous security approach that challenges the assumption of trust within
network environments. Syed et al. provide an in-depth analysis of Zero Trust
Architecture (ZTA) in their comprehensive survey, highlighting its importance in
contemporary network security strategies.

Background and Concepts: To establish a foundational understanding of ZTA
concepts, principles, and core components, Shah et al. discuss the evolution of
security models from perimeter-based approaches to the Zero Trust model. They
emphasize the shift from implicit trust to explicit verification in access control deci-
sions. The review also explores the key characteristics and architectural principles
that underpin ZTA, such as identity-based access control, continuous monitoring,
and network segmentation.

Methodology of the Comprehensive Survey: Shahet al. detail their method-
ology in conducting the comprehensive survey on ZTA. They outline the data
collection techniques, research scope, and selection criteria used to identify rele-
vant literature. The review evaluates the rigor and comprehensiveness of the sur-
vey’s analysis, including the categorization and synthesis of the surveyed works,
as presented by the authors.

Key Findings and Contributions: The comprehensive survey by Syed et al.
presents several key findings and contributions to the field of ZTA. Their analy-
sis covers various aspects, including ZTA adoption trends, implementation chal-
lenges, architectural components, security controls, and evaluation frameworks.
The review discusses the insights gained from the survey and their implications
for organizations considering ZTA deployment.

Comparative Analysis: The literature review conducts a comparative analysis
of the surveyed works, drawing on the comprehensive survey by Syed et al. It
identifies common trends, challenges, and best practices in ZTA implementation.
The review examines the similarities and differences in the surveyed literature,
such as the use of different security controls, integration with existing security
frameworks, and scalability considerations, as highlighted by the authors.

Limitations and Future Research Directions: Syed et al. acknowledge certain
limitations and propose future research directions in their comprehensive survey.
The review critically evaluates these limitations and potential areas for improve-
ment, such as scalability concerns, interoperability with legacy systems, and the
need for standardized evaluation methodologies. The review aligns with the au-
thors’ proposed future research directions to address these challenges and enhance
the effectiveness of ZTA implementation.

In conclusion, the comprehensive survey by Syed et al. provides valuable in-
sights into the state-of-the-art in ZTA research. The literature review highlights
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the key contributions, methodologies, and findings of the survey, offering a broader
understanding of ZTA adoption and its impact on network security. It empha-
sizes the need for further research and industry-wide collaboration to address the
challenges and advance the adoption of ZTA in real-world environments.

In the paper titled [24] the authors propose a novel framework that combines
blockchain technology with unified authentication and access control mechanisms
to enhance the security of lightweight Internet of Things (I0T) systems operating
in mobile communication environments.

The authors start by highlighting the growing prevalence of lightweight IoT
devices and the need for robust authentication and access control mechanisms in
these systems. They emphasize the challenges posed by the limited resources and
mobility of these devices, which require efficient and lightweight security solutions.

The proposed framework leverages blockchain technology to provide a decen-
tralized and tamper-resistant authentication and access control infrastructure.
The authors discuss the integration of blockchain into the architecture, enabling
the storage and verification of authentication and access control data in a dis-
tributed and immutable manner. This enhances the security and integrity of the
system by eliminating single points of failure and reducing the vulnerability to
unauthorized access.

The unified authentication and access control mechanism in the framework en-
sures that users and devices are authenticated and authorized consistently across
the IoT system. The authors describe how various authentication factors, such as
biometrics, credentials, and contextual information, can be utilized to establish
the identity and trustworthiness of users and devices. The blockchain-based stor-
age and verification process enable efficient and secure authentication and access
control operations.

To evaluate the effectiveness of the proposed framework, the authors conduct
experiments and performance evaluations. They assess key metrics such as authen-
tication accuracy, response time, and resource consumption. The results demon-
strate the feasibility and efficiency of the unified authentication and access con-
trol mechanism, highlighting its potential for future mobile communication-based
lightweight IoT systems.

The paper concludes by discussing the advantages of the framework. The in-
tegration of blockchain technology ensures the decentralization and immutability
of authentication and access control data, enhancing security and trust in the
IoT system. The unified approach simplifies the authentication and access control
processes, reducing complexity and improving user experience. The authors em-
phasize the applicability and potential of the framework in various real-world IoT
scenarios.

[25] introduces the challenge of authenticating users who have physical access
to these devices. Conventional authentication methods are often impractical due
to the lack of conventional user interfaces, such as keyboards and mice, on IoT
devices. In this context, a virtual sensing technique is proposed to enable secure
and intuitive authentication by virtually sensing user interactions.

The virtual sensing technique allows IoT devices to detect user ”petting” ac-
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tions through simple touches lasting approximately 2 seconds. Building on this
technique, a secure and intuitive authentication method is developed, compar-
ing the petting operations sensed by the device with those captured by a user
wristband. Unlike proximity-based authentication, this method requires physical
operations, enhancing its security.

The authentication method adopts straightforward authentication operations,
including clicking buttons, twisting rotary knobs, and swiping touchscreens, mg.k—
ing it intuitive for users. Notably, it does not necessitate any hardware modifi-
cations to IoT devices, making it applicable to commercial off-the-shelf (COTS)
devices.

Prototypes are built and extensively evaluated, demonstrating the method’s
high effectiveness, security, usability, and efficiency. This research presents a
promising approach to address the authentication challenge in IoT devices, par-
ticularly in smart environments where multiple individuals may interact with the
devices. _

In summary, traditional authentication approaches such as password-based,
biometric-based, and token-based authentication have been widely used in secur-
ing computer networks and systems. The literature has extensively reviewed the
advantages and limitations of each authentication mechanism, their suitability for
different use cases, and their usability challenges.

2.2 Blockchain based authentication approach

Blockchain technology has gained significant attention in recent years due to its
potential to enhance security in various applications, including authentication.

One of the main advantages that we chose to follow for using blockchain system
technology for IoT authentication is the ability to create a decentralized and se-
cure system without the need for a central authority. Another key benefit of using
blockchain technology for IoT authentication is the ability to create an immutable
and tamper-proof ledger for recording and verifying transactions. This approach
has been explored in several studies, including [3] that provide an overview of the
IoT and its security and privacy challenges. They highlight that IoT devices are
vulnerable to attacks due to their weak security measures, and the data generated
by these devices is often transmitted without proper encryption, posing signifi-
cant privacy risks. The authors then explain the basics of blockchain technology
and its potential use for addressing the security and privacy issues of the IoT.
Blockchain technology is a decentralized, distributed ledger that provides a secure
and transparent way of recording transactions. The authors highlight the main
advantages of blockchain technology, such as decentralization, transparency, and
immutability. They also discuss the different types of blockchain, such as public,
private, and consortium, and their suitability for IoT applications.

[14], propose a blockchain-based identity authentication framework for IoT
devices. The proposed framework aims to address the security issues faced by
IoT devices, such as identity theft, data breaches, and denial-of-service attacks.
By leveraging the distributed consensus mechanism of blockchain, the authors
argue that their proposed framework can establish a secure and reliable identity

10
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authentication mechanism for IoT devices.

the research article, [16] by Muhammad Ali Raza, Zeeshan Ali, and Jong-Hyuk
Park proposes a novel and effective solution for the access control and management
of ToT devices. The authors have done an excellent job of explaining the basics
of blockchain technology and its potential use for IoT security. They have also
provided a detailed description of the proposed framework, which demonstrates
its feasibility and security benefits. The authors have also evaluated the perfor-
mance and security of the framework and compared it with other access control
and management methods. The paper contributes to the body of literature on
blockchain-based solutions for IoT security and provides a solid foundation for
further research in this area.

In summary, [14], proposes a blockchain-based identity authentication frame-
work for IoT devices. The proposed framework is similar to previous research in
the use of blockchain technology in securing IoT devices, but it has its own unique
features and contributions. The proposed framework’s security and performance
are analyzed in detail, and the authors conclude that it is a secure and reliable
solution for identity authentication of IoT devices.

The use of blockchain technology in IoT security has been gaining attention in
recent years. In their paper [1], authors Amin et al. (2017) propose a decentralized
authentication system for IoT using blockchain technology. The proposed system
aims to address the security challenges faced by IoT devices, such as identity theft,
data breaches, and denial-of-service attacks. Bubbles-of-Trust an Ethereum-based
technique for mutually authenticating IoT devices and gateways, is proposed. It
is also a public blockchain implementation that seeks to create safe virtual zones
where devices may communicate securely.

In summary, [1] proposes a decentralized authentication system for IoT using
blockchain technology. It has its own unique features and contributions. The
system’s security and performance are analyzed in detail, and the authors conclude
that it is a viable solution for securing IoT devices in a decentralized manner.

The paper [13] by Khizar Hameed, Saurabh Garg, Muhammad Bilal Amin,
and Byeong Kang presents a novel authentication scheme for IoT systems. The
authors propose a decentralized approach that utilizes blockchain technology to
address the limitations of traditional centralized authentication schemes.

One significant contribution of this paper is the use of formal verification
techniques to ensure the correctness and security of the proposed authentication
scheme. By subjecting their scheme to formal verification, the authors enhance
the reliability and confidence in the solution. Formal verification offers a rigorous
and mathematical approach to validate the correctness of a system or protocol,
which is crucial for establishing trust in IoT environments.

The proposed authentication scheme leverages the decentralized and immutable
nature of blockchain technology. By utilizing smart contracts and distributed
ledgers, the scheme establishes trust among IoT devices without relying on a cen-
tral authority. This decentralized approach mitigates the risks associated with
single points of failure and enhances the resilience of the system.

The paper also provides a comprehensive security analysis of the proposed
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authentication scheme, evaluating its efectiveness against various attacks, includ-
ing impersonation, replay, and Sybil attacks. The analysis demonstrates that the
scheme offers robust protection against these threats, ensuring the integrity and
authenticity of IoT communications.

Furthermore, the authors conduct a performance evaluation of the proposed
scheme, assessing its efficiency in terms of authentication latency, communication
overhead, and resource utilization. The results indicate that the scheme achieves
acceptable performance levels while maintaining the desired level of security.

In a comparative analysis with existing authentication schemes for the IoT,
the paper highlights the advantages of their proposed scheme, such as enhanced
security, decentralized architecture, and formal verification. This analysis helps in
understanding the unique contributions of the proposed scheme and its potential
for practical implementation.

In conclusion, the paper by Hameed, Garg, Amin, and Kang presents a formally
verified blockchain-based decentralized authentication scheme for the Internet of
Things. The scheme addresses the security challenges faced by traditional cen-
tralized approaches and offers improved security, resilience against attacks, and
efficient performance. The use of formal verification techniques further strengthens
the reliability and trustworthiness of the proposed solution.

The paper([2] by Alphand et al. addresses the pressing security challenges faced
by IoT systems and proposes an architecture that utilizes blockchain technology
to enhance security.

The authors begin by highlighting the security vulnerabilities that arise due
to the scale and heterogeneity of IoT devices, emphasizing the need for secure
communication, data integrity, and access control. They recognize blockchain
technology as a potential solution and propose the JoTChain architecture as an
approach to integrate IoT and blockchain for enhanced security.

The IoTChain architecture consists of IoT devices, blockchain nodes, and an
IoTChain gateway. The authors explain how IoT devices interact with the gateway
to securely communicate and exchange data. Blockchain nodes play a crucial role
in validating and storing IoT data, ensuring tamper-proof and transparent data
storage. Smart contracts are utilized to automate the execution of predefined rules
and policies.

The authors highlight the security mechanisms employed in the [oTChain ar-
chitecture, including cryptographic techniques for secure communication, data in-
tegrity, and access control. They emphasize the importance of these mechanisms
in protecting IoT devices from threats such as data manipulation, unauthorized
access, and replay attacks.

To evaluate the effectiveness of the IoT'Chain architecture, the authors conduct
a performance evaluation. They measure key metrics such as latency, throughput,
and energy consumption, providing an analysis of the results obtained. The trade-
offs between security and performance in the IoT'Chain architecture are discussed.

The paper also compares the IoTChain architecture with existing solutions
proposed in the literature. The authors highlight the unique features of IoTChain,
such as its decentralized nature, robust security mechanisms, and compatibility
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with existing IoT devices. They discuss the strengths and weaknesses of alternative
approaches, including centralized cloud-based architectures and other blockchain-
based solutions.

While the IoTChain architecture shows promise in enhancing IoT security, the
authors acknowledge its limitations. They discuss potential challenges in imple-
menting IoTChain in practical IoT environments and suggest future directions
for research, including scalability enhancements, interoperability with different
blockchain platforms, and integration with emerging technologies like edge com-

puting and artificial intelligence.
In conclusion, the paper presents the IoTChain architecture as a blockchain

security solution for IoT systems. It highlights the importance of addressing IoT
security challenges and provides insights into the features, advantages, and limi-
tations of the proposed architecture.

In the paper [15] Al Ahmed et al presents a novel authentication protocol that
draws inspiration from blockchain technology to address the security challenges in
IoT networks.

The author begins by emphasizing the vulnerabilities in IoT networks, particu-
larly concerning authentication. Traditional authentication mechanisms often fall
short in providing robust security due to resource constraints and the distributed
nature of IoT devices. To overcome these limitations, the author proposes the
Authentication-Chains protocol, which leverages blockchain concepts to establish
a lightweight and secure authentication scheme.

The Authentication-Chains protocol introduces the concept of ” authentication
chains” as a means to ensure secure and efficient authentication in IoT networks.
These authentication chains consist of a sequence of lightweight cryptographic
operations, including one-way hash functions and digital signatures. By incorpo-
rating these operations, the protocol achieves secure device authentication without
requiring extensive computational resources.

The author explains the key components and steps involved in the Authentication-
Chains protocol. This includes the generation and propagation of authentication
chains, verification processes, and mechanisms to handle compromised devices.
The protocol employs a decentralized and distributed approach, where devices
collectively validate the authenticity of other devices in the network.

To validate the effectiveness of the Authentication-Chains protocol, the au-
thor conducts experiments and performance evaluations. The evaluation includes
metrics such as authentication latency, energy consumption, and scalability. The
results demonstrate that the protocol achieves efficient and lightweight authenti-
cation while maintaining a high level of security.

Furthermore, the author discusses the advantages of the proposed protocol
compared to traditional authentication schemes. The Authentication-Chains pro-
tocol offers enhanced security, resilience to attacks, and reduced computational
overhead. Its lightweight nature makes it suitable for resource-constrained IoT
devices, making it a practical solution for secure authentication in IoT networks.

The paper concludes by highlighting the significance of the Authentication-
Chains protocol in addressing the security concerns of IoT networks. It emphasizes
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the potential for widespread adoption and integration into existing IoT infrastruc-
tures.

In the paper [28], Fatimah Hussain Al-Naji and Rachid Zagrouba propose a
novel architecture that combines continuous authentication and blockchain tech-
nology to enhance the security of Internet of Things (IoT) devices.

The authors begin by highlighting the security challenges faced by IoT systems,
particularly the need for robust authentication mechanisms to protect against
unauthorized access and potential cyber-attacks. Traditional authentication meth-
ods may be insufficient in the dynamic and heterogeneous 10T environment, calling
for innovative solutions.

The proposed CAB-IoT architecture addresses these challenges by integrating
continuous authentication with blockchain technology. Continuous authentication
involves constantly verifying the identity and behavior of users and devices in
real-time, ensuring ongoing security. The blockchain component provides a de-
centralized and tamper-resistant ledger for storing authentication data, enhancing
the integrity and transparency of the system.

The authors detail the various components of the CAB-IoT architecture, in-
cluding the continuous authentication module, the blockchain-based authentica-
tion storage, and the decision-making mechanism. They describe how user and
device data, such as biometric information and behavior patterns, are collected
and analyzed in real-time to ensure continuous authentication. The blockchain
stores the authentication records securely, preventing unauthorized modifications
and providing an immutable audit trail.

To evaluate the effectiveness of CAB-IoT, the authors conduct experiments and
performance evaluations. They assess key metrics such as authentication accuracy,
response time, and scalability. The results demonstrate the architecture’s ability
to provide robust and efficient continuous authentication for IoT devices.

The paper concludes by discussing the advantages of the CAB-IoT architec-
ture. By leveraging blockchain technology, it ensures data integrity, enhances
trust, and provides a decentralized authentication mechanism. The continuous
authentication approach adds an extra layer of security by monitoring user behav-
jor continuously. The authors highlight the potential of the CAB-IoT architecture
to strengthen the security of IoT systems and protect against emerging threats.

To conclude, the CAB-IoT architecture was proposed by Fatimah Hussain Al-
Naji and Rachid Zagrouba. The integration of continuous authentication and
blockchain technology offers a promising solution to the security challenges faced
by IoT systems. The experiments conducted demonstrate the effectiveness and
efficiency of the architecture, paving the way for improved authentication mecha-
nisms in the IoT domain.

In summary, the literature review summarizes the paper’s proposal of & unified
authentication and access control framework for future mobile communication-
based lightweight IoT systems using blockchain. The integration of blockchain
technology enhances security and decentralization, while the unified approach
simplifies the authentication and access control processes. The experiments con-
ducted demonstrate the effectiveness and efficiency of the framework, showcasing
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its potential for securing lightweight IoT systems in mobile communication envi-
ronments.
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3 Proposed Methodology

The implementation of our authentication system for IoT devices using blockchain
technology can be divided into several stages. Here is a proposed methodology:

1. System Design: The first step is to design the overall system architecture,
which includes identifying the IoT devices that are already signed in the individual
bubbles. so only registered devices part of a specific and unique bubble will be
able to register or log in.

2. Blockchain Platform Setup: The next step is to set up the blockchain
platform, which involves configuring nodes, setting up the consensus mechanism,
and defining the smart contracts. the smart contract will receive the credentials
of the already signed members of a bubble for new registration and login purpose.

3. Device On-boarding: The IoT devices that will participate in the network
need to be on-boarded onto the blockchain platform. This involves registering the
devices on the blockchain platform, which is done by creating an identity for each
device and storing it on the blockchain(smart contract).

4. Device Authentication: Once the devices are on-boarded, the authentication
process can begin. The authentication process involves validating the identity of
each device by checking their digital signatures against their public keys stored
on the blockchain. If the bubble-id and the device-id are valid, the device is
authenticated and granted access to the platform.

5. Safe between-bubbles Communication: Once the devices are authenticated,
access control policies can be enforced. This involves using smart contracts to
define access control policies and verifying that the devices have the appropri-
ate permissions to access the resources they are requesting. for example, once
the devices request to communicate with a device their request is verified and
authenticated then processed.

Finally, the implementation of the system for IoT devices using blockchain tech-
nology requires a well-defined methodology that covers system design, blockchain
platform setup, device onboarding, device authentication, access control, and net-
work monitoring and management.

3.1 Use Case Scenario

The Internet of Things could be used to track environmental conditions. It has
the prospective to have a critical role in identifying the presence of catastrophes
caused by nature such as storms, earthquakes, and floods. Intelligent environment
Monitoring can also be used to identify and track forest fires in their early stages,
predict snowfall in polar regions, predict the likelihood of landslides to avoid inci-
dents, and so on. The warning or alert from such situations has the potential to
save many individuals all around the world. It can even warn the humanitarian
and rescue crew to locate down and reach the impacted areas as quickly as feasible
in order to provide assistance. But let’s assume for this scenario, the information
from an unauthenticated device sent to the rescue team is a false alert, causing
panic and the spread of false information leading to chaos around the world. so
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the use of an authenticated device with a bubble id which proves that the device
can be trusted or from a malicious person, to send a reliable and trusted alert to
the rescue team, can ensure better and sure communication.

3.2 Skeleton of Proposed Method

Figure 3.2.1 below shows the basic communication mechanism between devices
(bubblw) in the model proposed. As we can see in the picture the bubble Bl
or the sender which is already identified and paired with the other bubble or the
receiver. They share each others bubble ID and verify it, and after verifying give
access to each other. The red box indicates a device which is not identified and
trusted and has false bubble id. This device is not part of the bubble and hence
can not send message to the B2 bubble.

A = i rvertea masie o>
S — o

Figure 3.2.1: basic flowchart of our system

Figure 3.2.2 below shows the basic functionality of the model that we propose
on both the back end and front-end. Here in the front end the register page
receives the response through the register route and then shows the registration
data of the the user. The login page also works the same way. It receives the
response and gets back with the login data through login route. The dashboard
page in the front end has multiple functionalities, it provides with it’s response
and receives new messages. It also has options to request device messeages and

receive message response.
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Figure 3.2.2: skeleton of the system
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Figure 3.2.3 and 3.2.4 below shows the smart contracts programmed to im-
p]ement the proposed model. This smart contracts function is to create bubble
IDs and assign them. After assigning it does also verify it amongst the identifies
devices within the same bubble they are in. This smart contract also has the
function to send and receive messages between identiﬁed devices.

Smart Contract

struct Device {
wint256

Passworduash;
wint256 bubbleld;

messages;

uint2s6
mapping (int238 = mapping (int258 => Device)) private devices;
mapping (int256 => mapping (int256 => Message(])) privete

Figure 3.2.3: smart contract function of our system

Figure 3.2.4: smart contract function of our system
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3.3 Experimental Setup

For the implementation of our simulation, we employed a computer with a core
i5, 10Th generation with CPU 1.60GHz 2.11GHz. The processor in question is
equipped with two cores and four threads. Our CPU has an optimal clock speed of
9.3 GHz and 3 MB cache capacity. For implementation testing, we use Windows
11 as an operating system but Ubuntu 20.04 LTS can be used. In addition, our
machine had 8 Gigabytes of RAM installed. Table figure? below illustrates the
system configuration in which we will build the blockchain that we will use.

Processor Type

Intel Core i5-10210U CPU

Processor Speed

2.11 GHz, 3 MB Cache

Operating System Ubuntu/Windows 11 1
Version 20.04 LTS
Memory 8GB DDR3 1600 MHz

Figure 3.3.1: Experimental Configuration
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3.4 Implementation

We can set up a private blockchain on our personal devices by creating & Clenesis
block. Then we'll be able to build and deploy our very own private blockchain.
We chose the Truffle framework Ganache for simpliéity of processing to deploy
our smart contract. Truffie’s Ganache is a personal blockchain that allows users
to easily install and develop dApps. Ganache is shown booting up on our machine
in Figure 3.4.1. Ganache then gives us ten Ethereum accounts, each with 100
ethers and running on a private blockchain. Because our blockcl’lain is based on
Ganache, we must install a smart contract. For this, we used the visual studio
code IDE and NODE JS. We wrote our solidity +JavaScript +(HTML, CSS) code
for the front end on the visual studio IDE, built it, and then deloycd,it. We also
created a web application that uses smart contracts to communicate with our
blockchain. Figure 4.4 depicts the system’s initialization. It is a straightforward
representation of our intended IoT authentication using the Blockchain concept.
Consider this page to be the user interface for our proposed system. Our device
has a unique id, and any account that does not have that address will be denied
access to our blockchain. Because no device or address is maintained on our
blockchain, requesting connectivity to any address like Figure 3.4.6 after startup
would result in the output that the requested address is not connected. If we
try to set up a device like a Figure 3.4.4 and provide the appropriate inputs that
include user device-id, password, and email for two-factor authentication purposes
for the registration part.

cws  TX @ndf3f73bDAS:

s )
905601040 16023¢ TROATSTINIATITIRO TEINIOIC B0 000 TEDRIC IS0 )aaF S Fe0ANBA 10 20IDENMR
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Figure 3.4.2: transaction
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User registration consists of the user device id and Bubble ID since already
art of a bubble and an email where a unique ID will be assigned for login purposes
or two Factor Authentication.
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Figure 3.4.3: registration
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Figure 3.4.5: Login

if the device ID and the Bubble ID are not recognized then the user cannot
log in

We modified a digit of a smart contract id on the web application for the pur-
pose of testing. Then we attempted to request check communication and received
the probable breach output displayed in Figure 3.4.8. This notification leaves us
With the conclusion that if any digit in the system’s configuration is incorrect, it
will be identified and the instruction may be provided as needed.
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Figure 3.4.6: smart contract function of our system
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Figure 3.4.7: request communication between two authenticated devices
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Figure 3.4.9: device not recognized
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4 Experimental Evaluation

41 Speed

gthereum currently has a processing speed of roughly 30 transactions per second.
Ten inputs per second are sufficient for our simulation in the proposed system. If
e must register more than 20 devices each second, we simply have to consider the
speed. Since we have to take data through human interaction, getting up to 20
ppputs in a second is extremely difficult. As a result of this, our system is unlikely
to encounter speed issues.

4.2 Storage

Graphic 4.2.1 depicts the current size of the Ethereum blockchain, which grows
by the day as more blocks are being added to the chain. We only stored a list of
Fthereum addresses as a string generating a lengthy block in our proposed design.
Based on the look of our method, it shouldn’t require an excessive amount of blocks
of data, leading us to the conclusion that memory will be more than adequate.

Figure 4.2.1: Ethereum current storage size

4,3 Cost

Our suggested approach makes use of an entirely free private local blockchain.
If we are able to run blockchain on Internet of Things (IoT) devices in the near
future, the cost of implementing this approach will be little. For it to function
effectively, our proposal requires simply a local private blockchain operating 24/7
and our deployed smart contract on the blockchain to run correctly. Ethereum
from a local blockchain is virtual so the cost is negligible. But if we are interested
in implementing this approach in a huge number of devices or across an extensive
area, such as a community, we may need to make modifications to the concept.
Turning on a blockchain that is accessible to everyone will be beneficial.
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14 Evaluation

Figure 4.4.1: Evaluation of the system

Configuration Speed (Transaction per second) Storage (Gigabyte) Cost ($)
Config Al 30 11 3
Config A2 30 13 27
Config B1 20 12 25
Config B2 20 11 19

Here in the table config A1 and A2 represents the conventional or current
nethod and config B1 and B2 represents the proposed or implemented method.
These two method, which is both the current and proposed method have been
tested and then compared in the three parameters which are speed, storage -

cost.
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5 Conclusion and Future Work

51 Conclusion

[n this paper, we propose a blockchain technology approach to authenticate users’

access and communication between Internet of Things (IoT) devices registered
to a bubble. We illustrated how our method works and solves the drawbacks
of present methods of authentication. We demonstrated that our blockchain-
pased solutions, which use Ethereum smart contracts, can provide tamper-proof
data and decentralization, which may be used to improve current systems. Our
solution was created and implemented with real-life scenarios in mind, utilizing
accessible IoT devices and technology. We clearly demonstrated the process of
authenticating users who are authorized in order for them to communicate safely
using IoT devices. We also demonstrated that our technique was able to deal with
designed assaults attempting to attack legitimate connections and forcefully obtain
credentials. Despite the encouraging results, there are still significant obstacles to
overcome, including scalability and interoperability.

5.2 Future work

We are planning to expand on this thesis work in the future in a way that our
proposed solution is capable to be used for large-scale connectivity and authenti-
cation to a huge number of bubbles with IoT devices and end users. We are also
looking forward to research more to find more secured mechanism and easier ways
to authenticate the devices in IoT.
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