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A s lhre)guestion. e n e it e el arc of oo heres
"~ corresponding CO and PO are writen within parentheses.

2.

[For all i i oned.]
a) Identify and explain the type of violated security properties (CIA) for each of the incidents
below.

i Attackers stole sensitive files from a third-party server belonging to National Student
Clearinghouse of UK in September 2023,
ii. Systems under City of Dallas (Texas) suffered a ransomware attack where attackers ex
fltrated 1.17 TB of data and encrypted sensitive files.
iii. Due to a recent cyberattack on Auckland Transport of New Zealand, users can not
recharge their transportation cards.
b) What does the graph in Figure 1 represent? Explain the insights that you get from each

segment of the graph in Figure 1.
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Figure 1: "number of intrusions vs time’ graph for Question 1b)

©) “Attacks happen more during 2 recession and difficult economic times” Justify this state-
ment with proper reasoning and examples.

a) The Skipjack encryption algorithm designed by NSA was initially kept secret for sole use of
federal agencies. Despite the secrecy, independent researchers were able to figure out the
algorithm and found possible attacks against it

Considering the case of Skipjack algorithim, explain why

increase its security in light of Shannon's Maxim.

Provide one example with proper reasoning where secrecy might be a good choice for

security
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b)
Snippet 2.

| L

in Code Snippet 1and Code

-

Tnt callee(int a, int B){
2

Code Snippet 1: C code for Question 20)

1 [<maino:
2

3 |304319a: movl  $1569, -0xd (vebp)

4 |g0astar

movl  $48,-OxB (3ebp)

5 |0491a8: push  -0x8 (vebp)
& |80431ab: push  -Dxd (¥ebp)
7|80431ae: call 8043166 <callee>

9!

590491b3: add  $0xB,%esp

11 | ccallee>s

12 [a049166: push  sebp

13 |8049167: mov  Sesp, ebp
14 |8049169: sup  0x10,%esp

3. a) “In 2016 Bangladesh Bank Cyber Heist

N

569, -0x4 (ebp)
0xa (ebp) , sedx
Oxc(3ebp) , Yeax
sedx, veax

-0 (%ebp) , Yeax

Code Snippet

- x86 assembly for Question 2)

i Show the exact locations of thre local variables a, b & in their respective stack frames.
T seatims must be shown with respect 10 each stack frame’s Saved Frame Pointer

. Based on Code Snippet 2, llustrate with diagrams how the function prologue and ¢p

ogue work together tosét up and restor the stack frame for the callee and caller re-
spectively. Show the changes in esp and 3ebp.

ed mal

atackers used a series of malware like DRIDEX,

estEgg, MackTruck and SierraCharli 1o enter nto Bank's internal network and compro-
ed e y i

mist

‘machines and hacked the printer to ‘hide their activity.”

‘From the above scenario, identify the attack vectors used by attackers and the assets which
should have been protected.

b) What is the major source of memory unsa
Google is trying to increase memory safety in An
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problems? Mention three mitigations that

\droid codebase.



) Consider the folowing vulnerable C code given in Code Snippet 3. Assume, EB? holds
e and ESP holds 0o+ £ £cd48 marking the op and bottom of stack frame of
function vuln() and sizeof shellcode is 32

Code Snippet 3: Vulnerable C code for Question 3.¢)

i Why the code in Code Snippet 3 is vulnerable? What could be done (0 remove s 4
vulnerability? (o
(®02)

i, Draw the stack diagram with appropriate memory addresses showing the location of ¢
shellcode, o variable and return address. (o3
(®02)

(i, Writethe payload in Python which would be used as input to the vulnerable code in 4
Code Snippet 3. con
(®02)
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