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SWE: 4503: Software Security
Programmable calculators are not allowed. Do not write anything on the question paper.

Answer all 3 (three) questions. Figures in the right margin indicate full marks of questions whereas

corresponding CO and PO are written within parentheses

[For all the questions, assume 32-bit system unless otherwise mentioned.]
1 a) Identify and explain the type of violated security properties (CIA) for each of the incidents

below.

i. Attackers stole sensitive flles from a third-party server belonging to National Student
Clearinghouse of UK in September 2023.

ii. Systems under City of Dallas (Texas) suffered a ransomware attack where attackers ex-
flltrated 1.17 TB of data and encrypted sensitive fIIes.

iii. Due to a recent cyberattack on Auckland Transport of New Zealand, users can not
recharge their transportation cards.

b) What does the graph in Figure 1 represent? Explain the insights that you get from each
segment of the graph in Figure 1.

3 x 3
(C02)

(P02)

8
(C02)
(P02)

g

!

g

Discovery Disc}osure

Patch
reieased

time

Figure 1: "number of intrusions vs time" graph for Question 1.b)

c) *Attacks happen more during a recession and difficult economic times”. Justify this state-
ment with proper reasoning and examples.
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2 a) The Skipjack encryption algorithm designed by NSA was initially kept secret for sole use of
federal agencies. Despite the secrecy, independent researchers were able to flgure out the
algorithm and found possible attacks against it.

i. Considering the case ofSkipjack algorithm, explain why keeping a system secret doesn’t
increase its security in light of Shannon’s Maxim.

ii. Provide one example with proper reasoning where secrecy might be a good choice for
securlty.
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b ) h o (A fu n c t i o n s a n d t h e i r c o r r e s P o n d i n g x 86 assembly are given in Code Snippet land (Joe
Snippet 2.

1

2

3

41 }
5 line maIn ( ) {
6 lb int a = 1569 ;

7 \ int b = 48 ;

8 [ ca11ee ( a, b) ;

9 tL}

caLlee (int a, Int b) {

int: c = 69 ;

return Ca + b> – c;

I
t

I

n 2.b)

1 ! <main> :

3 \ £iiL;9a: novI $1369,–Ox4 (%ebp)

4 \ 80491,1: m,vI $48,–Ox8 (%ebp)
5\80491a8 : push –Ox8 C%ebp>

6\80491ab: push –Ox4 (%ebp)
;\80491ae : call 8049166 <caLLee>

8l80491b3 : add $Ox8, %esp

,\.....
10

11 [ <caLLee> :

12 1 8049166 : push %ebp

13 lb 8049167 : nov %espf%ebP

14 L 8049169: sub $OxlO, %esp
15 \ . . . . -
16 \ 8049r76: -0V1 $69, –O*4 (%ebp)

17 \8049L7d: mov Ox8 (%ebp) ,%edx
18 \ 8049180 : mov Oxc(%ebp) r %eax

19 \;04ii8;-: add %ddx, %eax
20 \ 8049185 : sub –Ox4 (%ebp) ,%eax

21 t 8049188 : Leave
22 18049189 : ret

\

\

I

I„bly for Question 2.b)
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spectively. Show the changes in %esp and %ebp

should have been protected.
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) : 0 n ! ! Tc T 4f:1::\IIg ;g = t:: T: LeE ! F = : : fH1i=: Jinn gc lee t : : !:\:t=TT=FIF;cTJa IJ o:
function uuino and sizeofshellcode is 32.

1.
1 I void \ruIn ( ) {

2 \ char buf [ 12

3 ! gets (k)uf ) ;

4 } }

Code Snippet 3: Vulnerable C code for Question 3.c)

i. Why the code in Code Snippet 3 is vulnerable? What could be done to remove thIS
vulnerability?
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ii. Draw the stack diagram with appropriate memory addresses showing the location o
shellcode bu f variable and return address

iii. Write the payload in PYthon which would be used as input to the vulnerable c') e 111

Code Snippet 3.
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