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CSE 4743: CrYptography and Network Security
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corresponding CO and PO are WTitten within parentheses.

a ) Hst T: : hbee : : ::1:c::1 S 0 f a n e 1!][11br O r k a n d g i vere aH ife examples where each of these cur iN
1.

! ?s]:: el:::? ?==:1 T:s : :1[]f:IT ?JbIe : T:rtle: • isP===r : f:re i :h = F cuo===1:n: IsT:== E: • i : lea: := T:::
iu Ie. WitT Greek tTnslation- Using the tablet, they were able to read the origina1 script
Explain what type of CWptanalysis attack did the archaeologists use and why they used if

c I= :==rS i 1::Pf: Fo ::i:: : : :: : = =:rT:u : : : t::Itl: :v: :::: i TIP: :re:: :E : : :=;E :1:?techniques•
I' Homer.Simpson is building a monoalphabetic cipher using Caesar Cipher and then its

outPut iF used as an input for Multiplicative Cipher. Since Homer is very lazy) he decides
! YSF tP? salne.keY of K = 15 for both the ciphers. Calculate the ciphertext if the
plaintext iS: shake and bake. ' ---- -'r

private and secured. - -- ' –-- ----“-’"-

1 Vp i ;B::1T :oi Sa nE: ::k 1: :: P:: t=L11 : i; 1 :: 1::tT : t JI=;1n ! iF; T : : IT : ? nji:TiIT =1
ciphertext sent by Homer to Marge. ' ' ’ ’ ’ ’ ’ '

v ${ter all.tIlese c)veT-the-top security measures, it is observed th,t H,m„’, k,y i, b,i.g

=tlmpIIr:=:==:obJ Frank' Analyze this breaching scenario and propose a solution

a) Suppose You have a modern block cipher where the number of input bits) n = 64 and the

:nlmt)er of o:tPut bits, m = 64. If there are t,n 1’, in the ciphertext, ,alculate how many
=qTqyou need to c011duct to recover the plaintext from th' 'iph„t„t i„ „,h .f th, f.U,.,win;

2.

1- The cipher is designed as a substitution cipher

ii' The cipher is designed as a transposition cipher.

b) IF tRe case of Question 2a, assume 1 billion tests can be conducted per second
the time tO recover the plaintext in each case. r
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d) With appropdate reasoning) mite down the security issues and error propagation of Elec
tronic Code Book (ECB) mode'
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15
(C04)

(P02)
3.

e s_box_1: Changes all zeros to one and all ones to zero'

, S_box_2: Changes all zeros to one.

, S_box_3: Changes all ones to zero.

e S-box-4: Changes nothing.

The 32 bits of the S-boxes

1:Ieed :: 1::: : :0 : : S ; r==: d S p T h e ke y S t r e a m i S ( A 0 0 7 8 854 A 00877450 A 097788 AC 5060
70)16

Find out the Ciphertext-

made so that there are 24 zeros followed by 8 bits which are calcu
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