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§WE 4805: Software Verihe8_tion and Vatidation
Programmable calculators are not allowed. Do not write any{bing on the question paper.

Answer all 6 (SiX) q\lestions. Figures in the right rnargi n indicate full marks of questions with
correspondtng COs and 1’Os iII parentheses

1 The CSE department at IUT maintains a compre}\ensive record book to store Alumni student
information. Within the department, two program types, namely CSE and SWE, each have their
own set of required courses. Students are identifred by unique IDs, grouped into batches, and
enrolled in specific programs. Their academic histc)ry is documented in transcripts, detailing the
courses taken along with corresponding grades. Grades can be A, B, C, D, and F. Courses can have
some enrolled students and may require prerequisite c(>urses for enrollment

Apart from these, there are the following constraints:

• Each program has its own distinct set of requIred courses.

• A student can only be enrolled in one program, either CSE or SWE, but not both simultane-
ously.

• Students have completed the required courses as per their program’s curriculum.

• Students from different programs have distinct academic histories, reflecting the courses
they have taken and their corresponding grades.

• Students have completed the prerequisite co\rrses for any course they have taken7 as indi_
cated by their academic transcripts.

You are hired to verify and validate the following statements:

• There are cases where students from different programs share the same batch while being
enrolled in the same course.

• The number of students in the record book is equal to the sum of the number of students in
each batch

• There are some courses which are required in both programs.

• Each student is enrolled in a course at most once

• A student has a grade higher than F in a course, then that course must be included in their
transcript.

a) Analyze the specihcation and constraints aird write the signatures with their associated
fields and facts.

5 + 10
(COI)
(POI)

b) Write the given statements as assertions to verify and validate in Alloy. Justify whether a
counterexample is found or not for each one. Assume that all the facts mentioned in Ques-
tion 1.a) are incorporated,

5 x 2
(C02)
(P02)
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5
(COI)
(POI)
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10
(C02)
(PO])
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and checkout process.

a) How would you design test cases for black box testing of the product search and nlterlng
feature?

5
(COI)
(POI)

b ) D i S C U S S t h e C h a 1 1 e n g e S a S S 0 C i a t e d 1tIb4 th white box testing ) including code coverage ) pat I

analysis) and maintaining test cases

10
(C02)
(POD

c ) :1::::at: : rb:= =sb : : T ::II: : 1t::: : i :o= =c ===: fe : :fe :: : 1: loT=yhEreIiIIT obJ t : :tt ii
would be advantageous.

10
(C02)
(POI)

making.

a) Why are traditional verincMion and validation approaches not applicable to autonornou
vehicle systems?

5
(COI)
(POI)

b ) : i = : :/ s=J et loef1: : iT:I == :c:T LIFe : :r ;Iala: :o:=p== n Ts B oo gl

n_.A,._ ,nd ,',lid,tion methodologies used in the automotive ,'I,,(C02)
(POI)
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10
(C02)
(Pal)

a) What is security testing and why is it essential for online banking systems '

5
(COI)
(POI)

b ) :: :: :ts : : re: tl : =T : : :: sc : ]===111::: 1 : : 1 1 : t : ) : = : :TIn F== :i:IT jje :b = : eaTI : : : : =kTIiSil
system?
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c) Explain how security testing can be integrated into the software development lifecycle (SDLC)
of the online banking system . What best pr;tl;ticc'; should be followed to maintain security
throughout the development process?

10
(C02)
(POI)

You are developing a machine learning model to assist with the hiring process at a company.
The model analyzes resumes and predicts whether a candidate should be invited for an inter-
\dew based on various factors such as education, work experience, skills, and so on. However,
after deploying the model, yorl discover that it disF'ro Tr(>rtionately rejects candidates from certain
demographic groups, raising concerns nt)out bias ;'nd fairness in the hiring process

a) What are the potential sources of bias in the hirl11g process that could mdnifest in the ma-
chine learning model?

5
(COI)
(POI)

b) How can you identify and quantify bias in the predictions made by the model? What metrics

and techniques would you use?

10
(C02)
(POI)

c) How would you address concerns about fairlress and bias in the model while ensuring that
it maintains its predictive accuracy?

10
(C02)
(POI)
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