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Abstract

Internet of Things (loT), also referred to as the Internet of Objects, is envisioned as
a transformative approach for providing numerous services. Compact smart
devices constitute an essential part of 10T. They range widely in use, size, energy
capacity, and computation power. However, the integration of these smart things
into the standard Internet introduces several security challenges because the
majority of Internet technologies and communication protocols were not designed
to support 1oT. Moreover, commercialization of 10T has led to public security
concerns, including personal privacy issues, threat of cyberattacks, and organized
crime. Security measurements must be taken into serious consideration for the l1oT
Infrastructure to prevent all kinds of nuisance. Most of the encryption protocols of
0T devices depend on long term secret .1t is a major concern for the IOT
infrastructure because somehow if the long term secret is compromised, then the
intruder can easily decrypt session data. To avoid this adversity, perfect forward
secrecy along with private key can make the encryption protocol much more
strong. Then even after attaining perfect forward secrecy, the devices are not safe
because of no authentication measure. Due to the absence of authentication step the
devices can be cloned and replaced inside the infrastructure without admin’s
knowledge. So to mitigate this calamity we have tried to integrate an authentication
extension inside an existing secret key communication protocol among loT

devices.
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1. Introduction

1.1 Overview:

The Internet of Things is the concept of connecting any device (so long as it has an
on/off switch) to the Internet and to other connected devices. The 10T is a giant
network of connected things and people — all of which collect and share data about
the way they are used and about the environment around them. That includes an
extraordinary number of objects of all shapes and sizes — from smart microwaves,
which automatically cook your food for the right length of time, to self-driving cars,
whose complex sensors detect objects in their path, to wearable fitness devices that
measure your heart rate and the number of steps you’ve taken that day, then use that
information to suggest exercise plans tailored to you. There are even connected
footballs that can track how far and fast they are thrown and record those statistics

via an app for future training purposes.

Devices and objects with built in sensors are connected to an Internet of Things
platform, which integrates data from the different devices and applies analytics to
share the most valuable information with applications built to address specific
needs. These powerful 10T platforms can pinpoint exactly what information is useful
and what can safely be ignored. This information can be used to detect patterns,
make recommendations, and detect possible problems before they occur. For
example, if anyone own a car manufacturing business,he/she might want to know
which optional components (leather seats or alloy wheels, for example) are the most
popular. Using Internet of Things technology, he/she can: Use sensors to detect
which areas in a showroom are the most popular, and where customers linger
longest; Drill down into the available sales data to identify which components are
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selling fastest; automatically align sales data with supply, so that popular items don’t
go out of stock. The information picked up by connected devices enables me to
make smart decisions about which components to stock up on, based on real-time
information, which helps me save time and money. With the insight provided by
advanced analytics comes the power to make processes more efficient. Smart
objects and systems mean you can automate certain tasks, particularly when these

are repetitive, mundane, time-consuming or even dangerous.

The Next Industrial Revolution which is going to change our lives in ways never
imagined before, the last industrial revolution which is nothing but INTERNET the
way we communicate and connect with people has changed like never before and
also the Internet boom has improved our lives in many ways. Every time an
Industrial Revolution happens there will be huge changes in the economy create a
whole new level of markets. For humanity, which is moderately clutter by nature,
the 10T is an extraordinary advancement. On the other hand, for individuals who
esteem their security, the Man to Man helps in interconnecting different electronic

gadgets.

IOT has arrived with a highly believable promise of giving individuals few more
free hours by automating few tasks and boosting productivity of businesses by
making better use of data. 10T security is important because many critical functions
are entrusted to connected devices, and a sophisticated attack could easily lead to
disastrous consequences. For example, on a smaller scale, hackers could gain entry
to a smart-house by remotely disabling the security system. On a larger scale,
hackers could gain control of utility grids and shut down electricity in a building or

even a neighborhood. The primary reason companies struggle with securing 10T is
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that in their rush to get loT devices to market, 10T device vendors may forgo
security. Building in 10T security protocols from the beginning would be expensive
and more labor-intensive, plus it might compromise the capabilities consumers want
most. As a result, companies are forced to deal with devices with fewer built-in

security considerations.

Most IoT devices have password authentication and basic security protocols, but
that’s not enough. Since IoT devices are so specialized in size, scope, and
complexity, many standard PC security solutions won’t work. The methods of
network security that MSPs and companies are most familiar with—Ilike firewalls or
intrusion software—are built for brick-and-mortar IT infrastructures, not necessarily
loT protocols. Internet of things cybersecurity is also difficult to implement for five
major reasons: Not enough resources to create a strong loT security defense i.e.
connected devices are often configured to execute one core process, and there just
isn’t enough computing power devoted to securing IoT. Set it and forget it i.e. 10T
devices typically go unpatched and update once they are turned on. Lack of
established loT security standards i.e. without a formal infrastructure or framework,
the security standards in 10T devices are left up to individual manufacturers.
Reliance on default credentials i.e. connected devices only work out-of-the-box if
they use stock credentials, which are easily guessed by hackers. Similarly, 1oT
devices are usually produced en masse—if you can hack one, you can hack them all.
Long product lifespan i.e. 10T devices remain in circulation for 15 to 20 years. Due
to this long lifespan, they simply won’t be able to keep up with advancing security
standards without updates. For these reasons, 10T devices are often left undefended

and are easily exploited by bad actors.
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Security researchers found that cyberattacks on 10T devices have jumped to 2.9
billion events per period so far in 2019, three times higher than in recent years. Some
of these attacks are levied against the devices themselves, but cybercriminals are
more likely to target lapses in 10T device security because they can be used as

backdoor entry points into larger networks.

1.2 Problem Statement:

The primary goal of perfect forward secrecy in the communication of IOT devices is
to make the communication much more secure. There won’t be any problem even if
primary key is compromised. Because perfect forward secrecy ensures that in every
session, a new session key is produced which can’t be compromised in that session
and this key along with long term key is needed to break the system. But if the
authentication step is not present then even after attaining Perfect Forward Secrecy
the communication is not safe. Because if a cloned device enters into the loT
infrastructure the system loses it can’t be identified without authentication
procedure. So, we want to integrate authentication among IoT devices having

Perfect Forward Secrecy.
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1.3 Motivation and scopes:

The numbers of 10T devices are increasing day by day. Back in 2007 the number of
connected loT devices in the world surpassed the total number of Human Beings
present on Earth. Since then the growth has escalated manifold. Presently for every
human being present on earth there are four 10T devices in response. The 10T
devices also have widespread uses. Starting from people’s phones, tablets,
wearables to smart car, smart home, smart grid, smart road, smart retailing system,
smart automation everything is now possible due to IoT’s growth. The usage sectors
of 10T devices can be easily characterized by people, vehicles, homes, towns &
cities, commerce and industrial sectors. With the increasing numbers of devices the
number of attacks on 10T devices has also increased gradually. In recent years the
attacks are skyrocketing and the havoc & devastation it creates are enormous. Few
recent examples are: Stuxnet, Mirai botnet, cold in Finland, brickerbot, botnet
barrage etc. If necessary preventive steps are not taken into consideration then the
rate of attacks will keep on skyrocketing. Considering all these aspects, it is decisive
to provide security measures for all the devices. This motivates us to work on the

security layer of loT.

1.4 Thesis Outline:

In Chapter 1 we have discussed our study in a precise and concise manner. Chapter 2
deals with the necessary literature review for our study and there development so far.
In Chapter 3 we have stated the skeleton of our proposed method, proposed work
and how our solution is being integrated inside the protocol. Chapter 4 shows the
results and comparative analysis of successful integration of our proposed method.
The final segment of this study contains the conclusion section and probable future
works on it.
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2. Literature Review

2.1 Few Terminologies

Heterogeneous IOT Devices: Heterogeneous IoT refers to the platform (the smart
side) to allow communicating with a wide variety of devices using multiple
protocols (MQTT, CoAP, Modbus, etc). It is a feature which allows more devices by
more vendors to be handled by the platform, and prevents lock-in by the platform

vendor

Perfect Forward Secrecy: Perfect Forward Secrecy is a feature of specific key
agreement protocols that gives assurances your session keys will not be
compromised even if the private key of the server is compromised. By generating a
unique session key for every session a user initiates, even the compromise of a single
session key will not affect any data other than that exchanged in the specific session
protected by that particular key. Perfect Forward Secrecy represents a huge step
forwards in protecting data on the transport layer and following on from Heartbleed,
everyone using SSL/TLS should be looking to implement it.

Authentication: Authentication is the process of determining whether someone or

something is, in fact, who or what it declares itself to be. Authentication technology
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provides access control for systems by checking to see if a user's credentials match
the credentials in a database of authorized users or in a data authentication server.
Users are usually identified with a user 1D, and authentication is accomplished when
the user provides a credential, for example a password, that matches with that user
ID. Most users are most familiar with using a password, which, as a piece of
information that should only be known to the user, is called a knowledge

authentication factor. .

Private-public key encryption: The Public and Private key pair comprise of two
uniquely related cryptographic keys (basically long random numbers). Below is an

example of a Public Key:

3048 0241 00C9 18FA CF8D EB2D EFD5 FD37 89B9 E069 EA97 FC20 5E35
F577 EE31 CAFB C6E4 4811 7D86 BC8F BAFA 362F 922B F01B 2F40 C744
2654 CODD 2881 D673 CA2B 4003 C266 E2CD CB02 0301 0001

The Public Key is what its name suggests - Public. It is made available to everyone
via a publicly accessible repository or directory. On the other hand, the Private Key

must remain confidential to its respective owner.

Receiver Sender

; Kou ar Kprva D Kpubs, Kprvs

K pub a (Msg) |

decrypts ‘ |

Kprva (K PubA(MSg)) = Msg

Figure 1: Public-Private Key Encryption
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Because the key pair is mathematically related, whatever is encrypted with a Public
Key may only be decrypted by its corresponding Private Key and vice versa.

For example, if Bob wants to send sensitive data to Alice, and wants to be sure that
only Alice may be able to read it, he will encrypt the data with Alice's Public Key.
Only Alice has access to her corresponding Private Key and as a result is the only
person with the capability of decrypting the encrypted data back into its original
form.

As only Alice has access to her Private Key, it is possible that only Alice can decrypt
the encrypted data. Even if someone else gains access to the encrypted data, it will

remain confidential as they should not have access to Alice's Private Key.

Symmetric key: In cryptography, a symmetric key is one that is used both to
encrypt and decrypt information. This means that to decrypt information, one must
have the same key that was used to encrypt it. The keys, in practice, represent a
shared secret between two or more parties that can be used to maintain a private
information link. This requirement that both parties have access to the secret key is
one of the main drawbacks of symmetric key encryption, in comparison to
public-key encryption. Asymmetric encryption, on the other hand, uses a second,

different key to decrypt information.

Hashing: It is generating a value or values from a string of text using a mathematical
function. Hashing is one way to enable security during the process of message
transmission when the message is intended for a particular recipient only. A formula

generates the hash, which helps to protect the security of the transmission against
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tampering. Hashing is also a method of sorting key values in a database table in an

efficient manner.

2.2 10T and its growth

An important inflection point occurred in 2008, when the number of things
connected to the Internet surpassed the human population. The adoption rate of the
loT is trending to be at least five times faster than the adoption of electricity and
telephony, shown in Figure 1. This equates to about six things for every person on
earth. A interesting trend contributing to the growth of the 10T is the shift from the
consumer-based IPv4 Internet of tablets and laptops, that is, Information
Technology (IT), to an Operational Technology (OT)-based IPv6 Internet of
Machine-to-Machine interactions. This includes sensors, smart objects and

clustered systems (for example, Smart Grid).
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Figure 2: 10T Growth

From a technology perspective, there are three main drivers that contribute to the
growth of the loT:

e Ubiquitous Computing: With intelligence in things at the edge, e.g.,
lightweight operating systems such as TinyOS running on very small computing
platforms

e Ubiquitous use of IP: with convergence of protocols to run over IP rather than
proprietary transports. Also greater adoption and support for IPv6 in carrier
networks

¢ Ubiquitous Connectivity: Including cellular, radio and fixed. This includes low

power, personal area wireless mesh networks particularly suited to sensors
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Essentially, the enhancements and progress in these technologies have allowed the
development of loT devices such as sensors that have compute, storage and
network capabilities built into extremely small form factors with low energy

requirements.

The use of 10T has broadened into different sectors. We can divide them into major
4 categories. Starting from a person’s wearable watch to hospital sensors, [0T is

present everywhere. This distribution is shown in the following figure:

o Industrial &
Commercial

° Homes

o Vehicles

lot Landscape

Figure 3: 10T Distribution

Researchers and early adopters have been further encouraged by advancements in
wireless technologies, including radio and satellite; miniaturization of devices and
industrialization; and increasing bandwidth, computing, and storage power. All of

this provides an opportunity to reduce management and operational costs by
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converting these systems from the legacy platforms, such as Modbus or other serial

communication protocols, to an IP-enabled infrastructure.

2.3 10T Reference Model

loT Reference Model’s purpose is to provide clear definitions and descriptions that
can be applied accurately to elements and functions of 10T systems and applications.
This reference model according to CISCO:

Simplifies: It helps break down complex systems so that each part is more
understandable.

Clarifies: It provides additional information to precisely identify levels of the l1oT
and to establish common terminology.

Identifies: It identifies where specific types of processing is optimized across
different parts of the system.

Standardizes: It provides a first step in enabling vendors to create 10T products that
work with each other.

Organizes: It makes the 10T real and approachable, instead of simply conceptual.

In an loT system, data is generated by multiple kinds of devices, processed in
different ways, transmitted to different locations, and acted upon by applications.
The 10T reference model according to CISCO is comprised of seven levels. Each
level is defined with terminology that can be standardized to create a globally
accepted frame of reference.
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Levels

Collaboration & Processes

(Involving People & Business Processes) Data at
Rest
Application
(Reporting, Analytics, Control)
Data Abstraction Y &
(Aggregation & Access) Data in
Motion

Data Accumulation
(Storage)

Edge (Fog) Computing

(Data Element Analysis & Transformation)

Connectivity
(Communication & Processing Units)

Q0O O60O00Q

Physical Deviches & Controllers I‘, GE

(The “Things” in loT) Sensors, Devices, Machines,

Intelligent Edge Nodes of all types

Figure 4: 10T Reference Model

Level 1, Physical Devices and Controllers: The IoT Reference Model starts with
Level 1 physical devices and controllers that might control multiple devices. These
are the “things” in the IoT, and they include a wide range of endpoint devices that
send and receive information. Today, the list of devices is already extensive. It will

become almost unlimited as more equipment is added to the 10T over time.

Level 2: Connectivity: Communications and connectivity are concentrated in one
level—Level 2. The most important function of Level 2 is reliable, timely

information transmission. This includes transmissions:

1) Between devices (Level 1) and the network

1) Across networks (east-west)
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i)  Between the network (Level 2) and low-level information processing

occurring at Level 3

Level 3: Edge (Fog) Computing: The functions of Level 3 are driven by the need to
convert network data flows into information that is suitable for storage and higher
level processing at Level 4 (data accumulation). This means that Level 3 activities

focus on high-volume data analysis and transformation.

Level 4: Data Accumulation: Networking systems are built to reliably move data.
The data is “in motion.” Prior to Level 4, data is moving through the network at the
rate and organization determined by the devices generating the data. The model is

event driven.

Level 5: Data Abstraction: 10T systems will need to scale to a corporate—or even
global—Ievel and will require multiple storage systems to accommodate 10T device
data and data from traditional enterprise ERP, HRMS, CRM, and other systems. The
data abstraction functions of Level 5 are focused on rendering data and its storage in

ways that enable developing simpler, performance-enhanced applications.

Level 6: Application: Level 6 is the application level, where information
interpretation occurs. Software at this level interacts with Level 5 and data at rest, so
it does not have to operate at network speeds. The 10T Reference Model does not
strictly define an application. Applications vary based on vertical markets, the nature

of device data, and business needs.

Level 7: Collaboration and Processes: One of the main distinctions between the

Internet of Things (1oT) and 10T is that 10T includes people and processes. This

19| Page



difference becomes particularly clear at Level 7: Collaboration and Processes. The
0T system, and the information it creates, is of little value unless it yields action,

which often requires people and processes.

2.4 10T Security Threats

Botnets: A botnet is a network that combines various systems together to remotely
take control over a victim’s system and distribute malware. Cybercriminals control
botnets using Command-and-Control-Servers to steal confidential data, acquire
online-banking data, and execute cyber-attacks like DDoS and phishing.
Cybercriminals can utilize botnets to attack 10T devices that are connected to several

other devices such as laptops, desktops, and smartphones.

Denial of service: A denial-of-service (DoS) attack deliberately tries to cause a
capacity overload in the target system by sending multiple requests. Unlike phishing
and brute-force attacks, attackers who implement denial-of-service don’t aim to
steal critical data. However, DoS can be used to slow down or disable a service to
hurt the reputation of a business. For instance, an airline that is attacked using
denial-of-service will be unable to process requests for booking a new ticket,
checking flight status, and canceling a ticket. In such instances, customers may
switch to other airlines for air travel. Similarly, 10T security threats such as
denial-of-service attacks can ruin the reputation of businesses and affect their

revenue.

Man-in-the-Middle: In a Man-in-the-Middle (MiTM) attack, a hacker breaches the

communication channel between two individual systems in an attempt to intercept
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messages among them. Attackers gain control over their communication and send
illegitimate messages to participating systems. Such attacks can be used to hack 10T

devices such as smart refrigerators and autonomous vehicles.

Identity and data theft: Attackers can also exploit vulnerabilities in 10T devices
that are connected to other devices and enterprise systems. For instance, hackers can
attack a vulnerable 10T sensor in an organization and gain access to their business
network. In this manner, attackers can infiltrate multiple enterprise systems and
obtain sensitive business data. Hence, 10T security threats can give rise to data

breaches in multiple businesses.

Social engineering: Hackers use social engineering to manipulate people into
giving up their sensitive information such as passwords and bank details.
Alternatively, cybercriminals may use social engineering to access a system for
installing malicious software secretly. Usually, social engineering attacks are
executed using phishing emails, where an attacker has to develop convincing emails
to manipulate people. However, social engineering attacks can be simpler to execute

in case of 10T devices.

Advanced persistent threats: Advanced persistent threats (APTs) are a major
security concern for various organizations. An advanced persistent threat is a
targeted cyber-attack, where an intruder gains illegal access to a network and stays
undetected for a prolonged period of time. Attackers aim to monitor network activity
and steal crucial data using advanced persistent threats. Such cyber-attacks are

difficult to prevent, detect, or mitigate.

Ransomware: Ransomware attacks have become one of the most notorious cyber
threats. In this attack, a hacker uses malware to encrypt data that may be required for

business operations. An attacker will decrypt critical data only after receiving a
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ransom. Researchers have demonstrated the impact of ransomware using smart
thermostats. With this approach, researchers have shown that hackers can turn up the
temperature and refuse to go back to the normal temperature until they receive a

ransom.

Remote recording: Documents released by WikiLeaks have shown that
intelligence agencies know about the existence of zero-day exploits in 10T devices,
smartphones, and laptops. These documents imply that security agencies were
planning to record public conversations secretly. These zero-day exploits can also be
used by cybercriminals to record conversations of 10T users. For instance, a hacker
can attack a smart camera in an organization and record video footage of everyday

business activities.

2.5 10T and its security history:

January 2010, Stuxnet malware attack: Stuxnet was a virus that exploited a
zero-day vulnerability in the Windows operating system. In early 2010, the virus
was detected in computers that hosted programmable logic controllers (PLCs)
connected to nuclear centrifuges in Iran. Before it could be contained, the virus had
sabotaged hundreds of centrifuges.

Lesson learned: The stuxnet incident served as an early example regarding the

vulnerability of industrial systems connected to the internet.

July 2015, Jeep hacked by researchers: Researchers revealed that they had found
various ways of exploiting connected Jeep vehicle systems. Researchers found ways

to exploit the onboard entertainment system’s Wi-Fi by brute forcing all possible
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combinations in its weak password generation system. This exploit eventually led
them to gain remote access to critical systems such as steering and braking. The

event led Fiat Chrysler to recall more than 1.4 million vehicles.

Lesson learned: Wi-Fi passwords must be complex and able to withstand brute
force attacks. Best practice is to use long phrases that are difficult to guess yet easy
to remember (e.g. Weate8%5applepies). This hack also shows the importance of

separating 10T systems from those that host critical systems.

October 2016, Mirai botnet exploits 10T devices: The Mirai botnet used hundreds
of thousands of malware-infected IoT devices such as security cameras, routers, and
smart thermostats to launch massive DDoS attacks that took down major websites
such as GitHub, Netflix, and Spotify.

The malware took advantage of out-of-date firmware and scanned the internet for
devices with open ports using default—and widely known—credentials. The
scheme has inspired numerous copycat 10T botnets, many of them using the Mirali

source code which was leaked to the internet.

Lesson learned: loT devices often ship with default credentials that are widely
known to those interested in exploiting them. Bad actors use automated programs to
scan the internet for vulnerable devices and infect them with malware to form
botnets. These zombified armies of 10T devices can then be used to deliver DDoS
attacks capable of taking down major websites. Make sure your device isn’t using
one of the username and password combos coded into Mirai and botnets bases on
its source code.
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April 2017, BrickerBot malware: Like the Mirai botnet, BrickerBot malware
infected thousands of devices with default credentials. However, instead of using
devices to launch attacks, BrickerBot destroys the device—or “bricks” it—Dby
corrupting its memory, disrupting connectivity, and blocking all ports needed to

update its firmware.

Lesson learned: Firmware must be updated as soon as new versions are made
available. Unfortunately, updates for IoT devices aren’t typically well publicized,
meaning consumers and businesses must proactively stay up-to-date on loT

firmware availability.

May 2018, VPNFilter router attack: VPNFilter malware infected more than half a
million devices—mostly consumer-grade routers—throughout the world. The
malware monitored data transmitted through devices, stole passwords, and disabled
devices. Some devices were salvageable after a reboot, but others were left

inoperable.

Lesson learned: The VPNFilter episode serves as a warning to small businesses that
use off-the-shelf consumer-grade network gear; these routers are far less secure than
their commercial counterparts. Also, because malware is often stored in an loT
device’s RAM, it can sometimes be removed with a simple reboot: Thus, it’s good

practice to switch them on and off every now and then.

June 2018, Ships found vulnerable to hacking: Researchers found that the
navigation systems of many ships, from the smallest to the largest, are susceptible to

attacks that could alter their GPS coordinates and knock them off course. They also
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found it possible to disable the navigation systems completely by remotely altering

the firmware.

Lesson learned: loT security is in its infancy, and some industry-specific
applications might be more vulnerable than others. Buyers must engage 10T vendors

and demand more secure 10T solutions.

2.6 Physically Unclonable Function

Physically Unclonable Function i.e. PUF is a physically-defined "digital
fingerprint” that serves as a unique identity for a semiconductor device such as a
microprocessor. PUF provides quantification of variations in hardware designed to

be identical. It can’t be forged or predicted. Its error correction ensures stability.

In biometrics, every human has a fingerprint, the fingerprint of each individual
person remains unique ; similarly, different instance of the same PUF design, fed
with the same inputs — known as challenges — results with different outputs — known
as responses — this is the basic principle of a PUF that can be exploited in different
applications within security and random number generation. Once a PUF is
fabricated, its set of challenges and responses — called the challenge response pairs
(CRPs) — is fixed and unique to that instance. When a challenge is fed into a PUF,
the same response results with every power-up, this means that the set of CRPs are
practically stored in the physical structure of a PUF, that is in the dead silicon, and
this feature can be advantageously used to replace non-volatile memories to store

security keys in. This is not only more efficient in design area and power
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consumption, but also more secure as no continuous power-up is required to

maintain any attack preventing circuitry

12345

> 67456

Device B

\ 4

12345

52223

Figure 5: Physically Unclonable Function

PUF follows the following properties:
* PUF,: Challenge and Response pairs (C— R) are such that
-Ordered pairs (c;i, r;) defined by hardware variation of device d
* ldeal PUF Assumption:
-For PUF4: C—> R

- H(c;, r;) distributed normally from 1 to n [ H is the Hamming Distance]
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- Given H(ci, ¢))= 1, H(ri, r)=n/2

Theoretically, PUFs are unclonable as the name goes, but practically, there have
been compromises using different methodologies to clone a PUF device and obtain
its CRPs, which goes to show that this literature requires further research to

improvise on the current meta.

Emulation/Modeling Attacks: The size of a CRP LUT of a memory-based PUF is
limited to the number of memory cells it contains, which enables an adversary to
read the finite responses and emulate the device. A suggestion against this is to use
the configurable PUFs such as the TSRAM PUF; this would provide a larger CRP
despite it being a memory-based PUF to help weight down the adversary from

obtaining the entire CRP LUT in a feasible amount of time.

Side-Channel Attacks: Since the behavior of a PUF is dependent on the data
processed, it can leak information, this is where an adversary can observe the
behavior of the PUF’s power consumption, electromagnetic radiation, or timing
behavior to estimate the responses of the device. This type of attack usually targets a
sub-component in the PUF, known as the fuzzy extractor, that is responsible for

clarifying the response from any noise before allowing out of the device.

Fault-Injection Attacks: An adversary can exploit the limits of a PUF’s robustness
and unpredictability properties of the PUF under extreme physical conditions where
the device is operated either under extreme environmental conditions or by varying
its power supply, this injects a fault into the device, and if this is combined with
crypto analysis, which is the process of deciphering coded messages without

knowing the challenge, the response can be found.
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Invasive Attacks: The idea behind an Invasive Attack is to either physically
micro-probe the PUF, or to use reverse engineering techniques deduced from the
circumvention of the device, both of which are methods of hardware analysis. This
Is the most expensive attacking methodology but is the most powerful despite the
fact that many PUFs have been assumed to be tamper sensitive, meaning that

invasive attacks would alter the PUF’s response behavior permanently and notably.
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3. Proposed Method.:

3.1 Skeleton of Proposed Method

Our proposed solution is to integrate authentication in the protocol using
Physically Unclonable Function Challenge-Response pair. It can be easily

expressed as:

Environment Variables

Receiver | A B | Sender
: PUF Challenge I
i >
3 I
< '
v PUF Response ¥
Ksr Kse

Figure 6: Integration of PUF
Here we can see that, receiver or server who is being contacted by sender throws a
PUF challenge. In response, Sender replies with a PUF Response value. The server
then matches the PUF Response value to its stored PUF Challenge-Response pairs.

If the values match then the device is authenticated. Thus, authentication is done.
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3.2 Proposed Model

In this section, we elaborately discuss about our proposed model. The model on
which we want to integrate our extension step is a model which has attained Perfect
Forward Secrecy where the session keys are generated from the common
environmental variables of both sender and receiver. A brief representation of model

Is shown below:

Environment Variables

Step 1
Receiver E Sender
1 1
1 1
1 1
v v
Kse Kse
KSF Kpub A
Hash keyl l
K €———— HASH ——>,
Step 2 X = Kqp (Msg bit)
Ksp ) KoryalX) < msgbit=1o0r0

Encryption
Decryption

msg bit

Figure 7: 2 steps of the existing model

In the existing model we can see that there are two steps. In 1% step, both sender

and receiver generate a Session Final Key, Ksr. In 2" step, from the created
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Session Final Key and with available Public key it creates a Session Public Key.

This Session Public Key Kgp is used to encrypt the message bit and decryption of
the message bit is done also by the Kgp and the Private key.

1% Step:

Environment Variables

Receiver

generates

generates |
Kith
—o \ /

Kss g, Wore, N( elunique )

> KSSB €

Ksss
Decrypts Kg g With Ki o p a

and gets K g o

KSI A

After round off calculation

v ldx ¢¢
Ksi g > Kyp €—
ldx ¢ (Kg; ) l ldx ¢ (Kg; g)
v
Kse Kse

Figure 8: First Step of the existing model
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2" Step:

Receiver | A Sender | B
1 1
Step1 | | Step1l

| |

v %
KSF Kpub A

Hash keyl l
X = K¢p (msg bit)
—0 Ko, Koy a(X) < msg bit = 1 or 0

Q Encryption

m Decryption

msg bit

Figure 9: Second Step of the existing model

Our Solution: The aforementioned protocol and its steps already exist. Our solution
Is to integrate the Authentication procedure in this protocol. The way we integrate it

Is shown in the following figure:
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Environment Variables &
22° Ty, B generates the

PUF Response
according

to the PUF challenge
and incorporate
those valuesinside
Ksis

Receiver Sender

PUF Challenge
A B
generatesl

lgenerates ‘L

Kitm A Kitm B KSI B

. \ /

Kss g, Wore, N( e'unique )

—> Ko g € Ksss

PUF
Response

A4

Decrypts Kgg g With Kigm a a
and gets K¢ 4 m
v
Ksi a
After round off calculation
v ldx ¢
Ks g > Kgp €——
ldx g¢ (K 8) l ldx ¢ (Kg 8)
v
Kse Kse

Figure 10: Authentication integration on the existing model
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4. Result & Discussion

We conducted an experiment where we calculate the Session Final Keys using the

existing protocol and our authentication extension. The results were as follows:

Sender’s Calculation:

Intermediate Key of

B (Sender), Kimg=

N =L WONOOEFLE BNNN
B NN EFEPE N BN B W
= W A U 00w whbs
w B~ W o 1 W U Oy N
TN W, WO RO O,

Figure 11: Sender's Intermediate Key
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560 843 843 560 843
560 843 843 560 843

Initial Session Key 560 843 843 560 843

25 1 25 17 1
of B (Sender) K¢, g = 25 1 25 417 1
25 1 25 17 1
1 1 25 4 1
1 17 25 1 1
1 17 25 1 1

Figure 12: Sender's Initial Session Key

Here, PUF challenges sent by Sender are 64, 83 and the response values are 560, 843
and elynique = {25, 1, 17}

n(9|unique) =3 &Worp =3

Now Session Key Seed of B is generated from the above mentioned 2 matrices.
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_ . (2*560) (3*843) (4*843) (5*560) (6*843)v
Generating Session

Key Seed of B (2*560) (4*843) (3*843) (6*560) (5*843)
(Sender), Kggg = (4*560) (2*843) (3*843) (5*560) (6*843)
(1*25)  (4*1) (5*25) (3*17) (4*1)
(6%25) (2*1) [(1*25) ([5™17) [(6%1)
(2%25) (1*1) (5"25) (p*17) (3*1)

Here, Kit,,:,, is used as (3*1)  (2*17) (4*25) (3*1) (1*1)
an One Time Pad

(OTP) Key to encrypt | (1*1): (2%17) [(8%25) (4*1) (3*1)
the K, 5 Matrix. " (2¥1) (4*17) (1*25) (3*1) (2*1)

The encrypted value — e

becomes K 5

1120 2529 3372 2800 5058

e 1120 3372 2529 3360 4215
2240 1686 2529 2800 5058
25 4 125 51 4
150 2 25 85 6
50 1 125 102 3
3 34 100 3 1
1 34 75 4 3
2 68 25 3 2

Figure 13: Generating Sender's Session Key Seed
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Receiver’s Calculation:

Intermediate Key of
A (Receiver), Kima=

P P WNOUOR DMNW
BN NRERPNBANDWW
P WA R, DWW
N B WU wu o,
NN R WO wWwo uwu

Figure 14: Receiver's Intermediate Key

Now, Receiver generates K, 4 by decrypting Kssg using Kigm a -
5 Kima(Ksss ) = Ksia
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/(1120/3) (2529/3) (3372/4) (2800/5) (5058/5) "\
(1120/2) (3372/3) (2529/3) (3360/5) (4215/5)
Generating Initial | (2240/4) (1686/2) (2529/3) (2800/5) (5058/6)
Session Keyof A | (25/1)  (4/4) (125/4) (51/3)  (4/3)
(Receiver), Ksia = | (150/5) (2/2)  (25/1) (85/4)  (6/6)
(50/2) (1/1) (125/5) (102/5) (3/3)
(3/3)  (34/2) (100/4) (3/3)  (1/1)
(1/1)  (38/2) (75/3)  (4/4)  (3/2)
(/1)  (68/4) (25/1) (3/2)  (2/2)

Figure 15: Generating Receiver's Initial Session Key

373 843 843 560 1011

560 1124 843 672 843
.. Kga= 560 843 843 560 843
25 1 31 17 1
30 1 25 21 1
25 1 25 20 1
1 17 25 1 1
1 17 25 1 1
2 17 25 1 1

Figure 16: Receiver's Initial Session Key
Now receiver creates a frequency count of the elements of Kg, a. Receiver creates a
frequency chart of the elements of Kg, o and takes the elements with highest

frequencies.
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Number of elements with highest frequencies it will choose = n(elynigue) +

n(response values) =3+2 =5

Frequency
16
14 -+
12 \
10 \
s |\
6 \ R A ——Frequency
sl /\ /\
I VAN AR /\/ \
: vV V—— ¥ )
NN QRN SRR3ND D
mmLoooa
—>
elements

Figure 17: Frequency of the elements
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Elements with max frequencies

16

14

12

10

2 | Frequency

6

4

35 .

0 . . . .

1 17 25 560 843

S
elements

Figure 18: Elements with max frequencies
Now we replace the other elements with the selected elements. Thus our Kg; a
becomes almost as close to Ks, . So after replacing with the values, the new matrix

that we get is:
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3/ 843 843 560 101t

560 24 843 622 843
" Kea'= 560 843 843 560 843

25 1 =1 17 L

30 1 25 2+ 1

25 1 25 20 1

1 1 W 25 1 i

1 17 25 1 1

2 17 25 1 1

560 843 843 560 843
560 843 843 560 843
560 843 843 560 843
25 1 25 17
25 1 25 14
25 1 25 17
1 17 25 1
1 17 25 1
1 17 25 1

. e -
¢ 2 KSIA“’KSIB_

O T T o Y Sy SN

Figure 19: Inital Session Key

Here, we replaced the other elements with the selected elements and the selected
elements (max freq.) are 1, 17, 25, 560, 843.
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And we can also notice that here 560 and 843 are PUF response values as they are

present in the first row.

Finally we can see that both the Initial Session keys are same.

Receiver’s Initial Session Key Sender’s Initial Session Key
560 843 843 560 843 560 843 843 560 843
560 843 843 560 843 560 843 843 560 843
560 843 843 560 843 560 843 843 560 843
Ksig = 25 1 25 17 1 Ksig = 25 1 25 7 1
25 1 25 17 1 s 1 5 1 1
25 1 25 17 1 = 5 B N
17 o5 1 1 17 8 1 1
7 95 " 1 7 58 1 1
7 5 i i 42 5 4 1

Figure 20: Similar Initial Session Keys

.. Both sender and receiver have similar matrix and the traversal of matrix data were

completely encrypted.

Therefore, 560, 843 are the corresponding PUF Response values which server/
admin asked for. Now, server matches the values with its stored response values and

if it matches then the device is validated otherwise not.
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5. Conclusion & Future work

In the aforementioned protocol, generation of session key from the environmental
variables is both resource and time costly. Our future goal is to create a protocol that
ensures both Perfect Forward Secrecy and Authentication and produces Session Key
from less number of steps. Thus, it can be implemented in real life as a cost effective

solution too.
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